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Abstract: The concepts of unique decodability (or decipherability) and decodability with finite delay
have been studied in connection with coded languages (sets of coded messages) and, in some cases,
in the presence of channel errors. On the other hand, the concepts of error-correction and -detection
have been studied primarily in connection with uniform-length (or fixed-length) codes. In this paper,
we study the method of separators for detecting synchronization (and substitution) errors, with finite
delay, in coded languages of the form (pCs)*, where (p, s) is a pair of words (the separators) and C' is
a uniform-length code. We consider the cases where the errors are scattered or occur in bursts, and we
evaluate a pair (p,s) in terms of the redundancy |p| + |s|, the delay of decoding, and the frequency of
the detectable errors. The burst error-detecting ability of (p, s) strongly depends on the period of the
word sp.
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1 Introduction

The concepts of unique decodability (or decipherability) and decodability with finite delay — [1],
[2] — have been studied in connection with coded languages (sets of coded messages) and in some
cases — such as [3], [4] and [5] - in the presence of channel errors. On the other hand, the concept
of error-correction has been studied primarily in connection with uniform-length (or fixed-
length) codes — [6], [7], [8], [9]. In the paper [10] defining the Levenshtein distance, Levenshtein
also briefly discusses the method of separators for correcting scattered substitution, insertion,
and deletion errors (SID errors) in coded languages. For certain channels, this method is also
considered in [9]. In this work, we use that idea to define a formal and simple method for
obtaining coded languages of the form (pCs)* — sets of words of the form pvispuas-- - puys,
where each v; is in C' — that are SID-error-detecting with finite delay, where (p, s) is a pair of
words (the separators) and C'is a uniform-length code with a certain error-detecting capability.
We use the term error-detector for a pair of words (p, s) with the above property. We consider
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two cases: when the errors are scattered and when they occur in bursts. In either case, an
error-detector (p, s) is evaluated in terms of the redundancy |p|+|s|, the delay of decoding, and
the frequency of the detectable errors. In the case of burst SID errors, we provide a complete
characterization of the error-detectors (p, s), which involves the period of the word sp [11], [12].

The paper is organized as follows. In Section 2, we give the basic terminology about
words, codes, channels, and error-detection. In Section 3, we define SID error types and the
particular class of channels that permit bursts of SID errors, and obtain a few technical results.
In Section 4, we define the method of error-detector pairs, discuss the criteria for choosing good
pairs, and provide a necessary condition on the structure of such pairs. In Section 5 we focus
on channels with bursts of errors and identify all optimal error-detectors for such channels. In
Section 6, we consider channels with scattered errors and obtain a set of error-detectors that
work for any SID error type. Then, for certain error types, we identify error-detectors with
smaller redundancy at the cost of restricting to messages over the binary alphabet. Finally,
Section 7 contains a few concluding remarks.

2 Basic Notation and Background

In this section we describe the notation used in the paper and review some basic concepts
about codes, channels and error-detection.

We assume an alphabet X containing at least the two symbols 0 and 1. A word (over X)
is any string of symbols from X including the empty word A. For a word w we denote by |w|
the length of w. For example, [11001| = 5. If i = 1,...,|w| then w[i] denotes the i-th symbol
of w and, for j = i,...,|w|, the notation w[i..j] represents the word wlilw[i + 1]--- w[j]. If
J < i we agree that w[i..j] = A. For two words w; and ws the word wjws is the concatenation
of wy and ws. For a word w and a nonnegative integer n, w™ denotes the word that consists
of n concatenated copies of w. A word p is a prefiz of w if w = ps, for some word s. In this
case, s is a suffix of w. If p # w then p is called a proper prefix of w. Similarly, the suffix s is
proper if s £ w. A word v is a factor of w if w can be written as xvy for some words x and y.
The set of all words is denoted by X* and the set of all nonempty words by X . Every subset
of X* is called a language. If u,v are words and L is a language then uLwv is the language
{uwv | w € L}. If F is a finite language then ¢r denotes the maximum length of the words
in F. For two languages L and L', LL' denotes the language {ww' | w € L, w' € L'}. If n is

a nonnegative integer, then L" is the language {wy---wy, | wy,...,w, € L}, with L0 = {)\}.
Moreover, L* = |J3°, L.

A nonempty language C' is called a uniquely decodable code or simply a code if, for all
positive integers m and n and for all words vy,...,vn, U1, .., un € C, the equation vivy - - - v, =
ULUg * * * Uy, implies m = n and u; = v; for every ¢ = 1,...,n. In this paper we assume that

every code contains at least two words. If all the words of a language C have the same length
then C'is a code and is called a uniform code. A language of the form C*, where C is a code,
is called a coded language.

A channel (over X) is a binary relation v C X* x X*. For the elements of the channel ~y
we prefer to write (z < w) as opposed to (z,w). Then, (z + w) € v means that the message
(word) z can be received from w through the channel 7. Note that, in general, the channel is
noisy, meaning that, for (z < w) € =, it is possible that z # wj; that is, z is received from w
with errors.



A language L is called error-detecting for -y, [13], if the following condition is satisfied for
all words z € LU {A} and y € X*:

ye€ LU{A} and (y+z) €y = y==x.

The meaning of the above condition is as follows: If a word y is received and y is in L then y
must be equal to the transmitted word z; therefore y can be processed correctly. Moreover, a
nonempty word of L cannot be received from the empty word, and the empty word cannot be
received from a nonempty word of L. The task of verifying that a language is error-detecting
could require some effort even for apparently simple languages and channels. We invite the
reader to show that, for K’ = {1011, 1101}, the coded language K* is error-detecting for the
SID channel d,(1,4) that allows up to 1 deletion in any four consecutive symbols of a message
— see the next sections for details on SID channels.

Although error-detection is a basic property of a communications language, the process of
decoding a word of such a language might require unbounded memory. This is because the
decoder needs to see the entire message in order to decide whether it is correct. For coded
languages, however, it is possible to define the concept of error-detection with finite delay
which ensures that, as long as a sufficient number of consecutive codewords is received, the
process of decoding those codewords can begin before receiving the rest of the message. On
the other hand, the decoder can signal an error if it receives a part of the message which is
not the concatenation of a sufficient number of codewords. In this case, the decoding process
gets suspended and what follows depends on the communication protocol — usually involving
retransmission techniques. More formally, for a channel v and a nonnegative integer d, we say
that the coded language C* is error-detecting for v with delay d, if the following condition is
satisfied for all v € C, z € C4X* and w € C*:

(vz+w)Ey = w=wu and (2 < u) €~ for some u € C*.

For any reasonable channel v — an SID channel, for instance (see below) — if C* satisfies the
above condition then C* is indeed error-detecting for 7y [13]. Moreover, if C* satisfies the above
then the code C has finite decoding (deciphering) delay at most d (in the sense of [2]).

Example 1 Consider again the code K = {1101,1011} and recall that the language K* is
error-detecting for op(1,4). However, K* is not error-detecting for that channel with any
finite delay. Indeed, assume that K* is error-detecting with delay d, for some nonnegative
integer d, and consider the words w = (1101)™?, v = 1011, and z = (1011)¢101. By deleting
the first 1 of w we have that (vz < w) is in the channel which implies that w must start with
the codeword v; a contradiction.

Example 2 Consider the code C = {001,011} and the channel dp(1,4). Then C* is error-
detecting for op(1,4) with delay 0. Indeed, suppose v € C, z € X*, and w € C* such that
(vz < w) is in dp(1,4). Note that w must start with a codeword of the form 0bl for some
symbol b € X. Then, w = 0blu for some u € C*. Suppose that 0bl results in some word
z1 and u results in some word zo such that vz = z1zo. If there is a deletion in 0bl, then
|v| = |z1] + 1 and there can be no error on the symbol u[l] that follows 0bl. As u[l] =0, we
have that v = 210, which contradicts the assumption v € C. Thus, there can be no deletion in
01b, which implies that v = z; = 0bl and z9 = z and, therefore, (z < u) € dp(1,4). The code



C allows for the correct decoding of messages in C* without delay as long as no error occurs.
For example, suppose that the concatenation of codewords 001, 011, 001, 001, ... is transmitted
and a deletion occurs in the third codeword, 001, so that we receive 001011010---. Then, the
codewords 001 and 011 can be decoded correctly and an error is detected when 010 is observed.

3 Error Types and SID Channels

In this work we consider channels that permit combinations of three possible error types:
substitution, insertion, deletion, denoted by the symbols o, ¢, §, respectively. These symbols
are called the basic error types. The set of error types is

{0,1,0,(0 ©®1), (6 ®d),(L®F),(c®L®H)}.

The error types ¢ and § are called synchronization error types. Each error type 7 can be
used to define a distance function D,. In particular, D, is the Hamming distance and, for
Te{(t®d),(c ®r®6)}, D; is the Levenshtein distance for errors of type 7 [14].

An error specification is an expression of the form mx7 such that m is a nonnegative
integer, T is an error type, and x is one of the symbols b and s indicating the terms burst
and scattered, respectively. For an error specification mx7 we shall assume that m > 0 unless
stated otherwise. Intuitively, this expression specifies possible changes (errors) that one can
make in a word to obtain another word. For example, the expression 3bd specifies a size 3
burst of deletion errors and the expression 4s(: ® §) specifies 4 scattered insertion-and-deletion
errors. More specifically, let x and y be two words. We say that y obtains from = using mst,
if it is possible to transform z to y using exactly m (scattered) errors of type 7. We say that
y obtains from z using at most mst, if y obtains from z using kst, for some integer k£ with
0 < k < m. We say that y obtains from = using (at most) mbr, if there are words p, s, u,u’
such that |u| < m, x = pus, y = pu's, and u' obtains from u using at most ms7. For example,
the word 111111 obtains from 0111110 using 2s(oc ® ¢), and the word 00010100 obtains from
0011100 using 2b(c ®¢).

For an error type 7 and two integers m and ¢, with 1 < m < ¢, the expression 74(m,¥)
denotes an SID channel with scattered errors. Informally, (z < w) is in the channel if it
is possible to obtain z from w using errors of type 7 such that no more than m errors can
be used in any factor of length £ (or less) of w. We note that channels 75(m,¢) with 7 €
{t,6,(t ®6),(c ®1® )} are considered in [10] in the context of error-correcting codes for such
channels. As an example, consider the channel (o ® §)s(2,5) that permits a total of up to 2
substitutions and deletions in any factor of length 5 of the message. As 101000 obtains from
w = 0000000 by deleting w[7] and substituting w[3] with 1 and w[1] with 1, it follows that
(101000 < w) € (6 ® 0)s(2,5). On the other hand, to obtain 101001 from w using errors of
type (o0 ® ), one symbol of w must be deleted and three of its symbols must be substituted.
But it is not possible to choose four such symbols, unless three of them occur in a factor of w
of length 5. Hence, (101001 < w) ¢ (0 ® §)s(2,5).

Let m be a positive integer. A set B of m-burst errors is a set that consists of pairs
(u’ <= u) such that |u] < m. Of particular interest are the SID sets of m-burst errors: For any
error type 7, define B, (1) = {(v' + u) | |u| < m and v obtains from u using at most mbr}.
Given a set B of m-burst errors and an integer ¢ > m, we define the channel 5;[B] as follows:



(z + w) € B¢[B] if and only if there is an integer n > 0 and words zg,...,Zp, U1,..., Uy,
ul,...,ul such that

® W= ToUiTy " UpTy and z = zoulTy - UL Ty

eforalli=1,...,n—1, |z;| > £ —1;

o (u} + w;) isin B and u} # u;, for alli =1,...,n.
Informally, the above conditions mean that if z obtains from w through [,[B] then, in w,
there are zero or more bursts of errors each of size m (or less) such that there is at most one
burst (or part of a burst) in any ¢ consecutive symbols of w. In case B = B, (1), we call
the channel B¢[By,(7)] an SID channel with bursts of errors and we shall use the notation
Tb(m, ¢) instead of (¢[By,(7)] which is consistent with the notation we use for SID channels
with scattered errors. For example, let v = (0 ® 1 ® 0)p(2,8), let w = 02110711081, and let
z = 0210007008010. Then (z + w) € 7.

Next we obtain a few technical results concerning SID channels, which are needed in the
sequel. The proofs can be found in the appendix.

Lemma 1 Let mxt be an error specification, other than ms(1®d) and ms(oc®1®0), containing
at least two different error types and let v and v' be two words of the same length. Then, v’
obtains from v using at most mxt if and only if v' obtains from v using at most mxo.

Lemma 2 Let mx7 be an error specification and let p,v,v', s be words such that v and v’ are
of the same length. Then, pv's obtains from pvs using at most mxt if and only if v' obtains
from v using at most mxr.

We continue with a few interesting observations about the sets B,,(7) that are used to
define SID channels with bursts of errors. In particular, we establish relationships between
such sets involving different error types. First we have the following utility results.

Lemma 3 Let m be a positive integer and let u and u' be two words such that |u| < m and u'
obtains from u using at most ms(o ® 1 ® J).

1. If |u| < |u| then u' obtains from u using at most ms(o ® §).
2. If W'| > |u| then u' obtains from u using at most max{1,2m — 2}s(c ® ).

3. If the alphabet X is binary and |u'| = |u| + 1 then u' obtains from u using at most
ms(oc ®).

Proposition 1 For all integers m > 2, By, (60 © 1t ® 6) C By, (0 ® 6) U Bopy—2(0 © 1)
Proof. The claim follows easily from the previous Lemma. O

A natural question that arises is whether the above proposition can be strengthened by
replacing Bay,—2(0 ® ) with By, (o ® ¢). It turns out that this is possible only when m < 5.

Proposition 2 Consider the alphabet X and a positive integer m. Then, By (c ® 1 ® 0) =
Bp.(0 ®6) UBp(0 ®1) if and only if m € {1,2}, or m € {3,4} and X = {0,1}.



Proof. Assume that B, (0 ®1®d) = By, (6 ®0)UBp, (0 ®¢t). First we show that m < 4. Indeed,
suppose m > 5. Then there are positive integers ¢ and r such that m = 3¢ + r and r > 2¢
(for example, ¢ = 1 and » = m — 3). Consider the words u = 0971907 and v’ = 129+7(9+7 19,
Then, |u| = m, |u’'| = |u| + ¢ + r, and «' obtains from u using (2¢ + r)st and ¢sd; therefore,
(u' < u) € Bjp(c ®1®6). Suppose now that u' obtains from u using ks(o ® 1), for some integer
k with ¢+ r < k < m. Then also u obtains from v’ using ks(oc ® ¢) which implies that there is
a word z such that z obtains from u’ using (¢ + r)sd and u obtains from z using (kK —q —r)sc
— see [14] for instance. Then, z is of the form 129+7=/09+"=719=! for some nonnegative integers
1,7, t with t < g and 7+ 5+t = ¢ + r. By distinguishing two cases depending on whether
|1909) < |09t7=7147t|, it follows that D,(z,u) > 2g¢; therefore, k > q + r + 2¢ = m which
is a contradiction. Hence, m < 4. To complete the ‘only if’ part we need to show that, if
m € {3,4}, then X must be {0,1}. For the sake of contradiction suppose there is a symbol
a € X\ {0,1} and consider the words u = 01a™~2 and u' = 1a0™~!, with m € {3,4}. Then,
v’ obtains from u using ms(o ® ¢+ ® §) but u cannot obtain from u' using at most ms(o ® 9);
therefore, v’ cannot obtain from u using at most ms(o © ¢).

For the converse, we note first that, obviously, B,,(c ® §) U B;,(c ®t) C Bp(oc ©® 1 ©® §).
For the reverse inclusion, let (v’ + u) € By, (0 ® ¢ ® §) and consider the following cases.

Case 1: m = 1. One verifies by inspection that (v’ < u) € Bi(oc ® §) U B1(0c ®1).

Case 2: m = 2. In this case, 2m —2 = 2 and it follows from Proposition 1 that (u' < u) €
By(oc ®0) U By(o ®1).

Case 3: m =3 and X = {0,1}. We use Lemma 3. If |u/| < |u| then (u' < u) € B, (0 @ 9).
If |u'| > |u| there are two subcases. If no deletions are used to obtain u’' from u then clearly
(u' < u) € Bp(o ® ). If a deletion is used in obtaining «' from w then |u'| = |u| + 1 and,
therefore, (u' <— u) € Bp,(0 ® ).

Case 4: m = 4 and X = {0,1}. We use again Lemma 3. If |v/| < |u| then (u' + u) €
B, (0 ®0). So assume |u/| > |ul. If |u'| = |u|+1 then we are done as in Case 3. If |u/| > |u|+1
then, as |u| < m =4, it follows that |u'| = |u|+ 2. If no deletion is used in u then we are done.
If a deletion is used in « then it is the only one and there are also exactly three insertions to
obtain u'. Hence, v/ obtains from u using 3s. and 1sd. Then, using a long case distinction,
one can verify that again (v’ + u) € By, (0 ® ). O

The above considerations motivate us to define a new type of SID channels with bursts of
errors as follows: For two error types 71 and 7o, let (71 V 72)p(m, £) be the channel 8y[ By, (1)U
B,,,(12)]. Then, every burst of errors in a transmitted message is of type mb7 or mbry. By
Proposition 2, it follows that, for X = {0,1} and m < 5, the channel ((c ®¢) V (6 ® §))p(m, £)
coincides with the channel (o ® ¢ ® 0)p(m, £).

4 A Coding Schema for the Detection of SID Errors

In [10], Levenshtein briefly discusses the method of separators for correcting certain scattered
SID errors in messages, with finite delay. Loosely speaking, if a coded language K* is error-
correcting for a channel v with finite delay then, for every received message w, it is possible
to determine the first codeword of the original message by looking only at a prefix of w of
bounded length. The method of separators involves choosing an appropriate pair of words
(p, s) such that (pC's)* is error-correcting for « with finite delay, for any uniform code C' that



is error-correcting for . In this section we use the above idea to define a formal method for
obtaining coded languages of the form (pC's)* that are error-detecting with finite delay for SID
channels with scattered errors or with bursts of errors.

Let m be a positive integer. The symbol U™ denotes the class of all uniform codes of length
greater than m. For an error specification mx7, we write Up,x, for the class of all uniform
codes C such that C is error-detecting for 7«(m,¢c). By the definition of error-detection and
by Lemma 1, the following obtains.

Lemma 4 Let mxt be an error specification.
o If T € {10} then Upmx, =U™.
o If 7 ¢ {1,0} and x = b then Upnxr = Unbo-
o IfTe{o, (0 ®0),(c®)} and x =s then Umxr = Umso-

It follows also that U,soeios) € Umse © Umbe € U™. Codes in the classes Upmsy and Umbe
have been studied extensively — see [6], for instance. On the other hand, at a first glance, it
appears that codes in the classes Up,s(o0.08) and Ups(,os) have not been considered in the past.
By the results of [10], however, the following obtains.

Remark 1 Let 7 € {(1t ©®6),(c © 1t ® )} and let m be a positive integer. A uniform code C is
error-correcting for ts(m,£c) if and only if it is error-detecting for 75(2m, £¢c).

The above follows when we note that (i) a code C' is error-correcting for 75(m, ¢¢) if and
only if D (C) > 2m, and (ii) a code C is error-detecting for 75(m, £¢) if and only if D, (C) > m.
We also note that, to our knowledge, only very few general construction methods exist for codes
that are error-correcting for (1 ® d)s(m,fc) and only when m = 1 — see for instance [8] and
[15].

Definition 1 Let mxTt be an error specification. A pair of words (p,s) is called a uniform
error-detector for mxt (or simply an mxt-detector) if there are two monnegative integers d
and t such that, for every code C in Upmxr, the coded language (pCs)* is error-detecting for
Tx<(m, o + |ps| + t) with delay d. Then, we say that (p,s) has redundancy |p| + |s|, delay d,
and offset t.

For a given error specification mxr, the design of a uniform mxr-detector should consider the
following criteria.

1. Low redundancy of the encoding C +— pC's: This is achieved by choosing a pair (p, s)
with small redundancy |p| + |s].

2. High frequency of the errors detectable by (pCs)*: This is achieved by choosing a pair
(p, s) with small offset ¢.

3. Small amount of memory for decoding words in (pC's)*: This is achieved by choosing a
pair (p, s) with small delay d.



Our primary criterion will be the optimization of the redundancy of a uniform error-detector
(p, s). With this constraint, we shall attempt to define error-detectors with minimal delay and
minimal offset.

The first result gives a necessary condition on the structure of uniform error-detectors that
involves the notion of period of a word. A positive integer k is called a period of a nonempty
word w, if w[i] = w[k + 4] for every ¢ € {1,...,|w| — k}. The smallest k satisfying this
condition is called the period of the word w and we denote it by per(w). It should be clear that
1 < per(w) < |w|. This concept is important in various domains including pattern matching
algorithms and game theory, [16], and word combinatorics [11].

Lemma 5 1. For any nonempty word w there are words u,z,y such that w = ux = yu and
|z = ly| = per(w).

2. For every nonempty words uy, x1,us, T with |ui| = |ug| and uyzy = wous, if per(uizi) >
|z1| then uy # us.

Proof. The statements follow easily if we note that k is a period of w if and only if, either
k> |w|, or w = zu = uy for some u € X+ and z,y € X*. O

Proposition 3 Let mxt be an error specification not in {mxo,ms(c ®1©4),ms(t©®d)}. If a
pair of words (p,s) is a uniform error-detector for mxt then per(sp) > m and, therefore, the
redundancy of (p,s) is greater than m.

Proof. Assume (p,s) is a uniform mxr7-detector and consider first the case where |sp| > 0.
Then sp = ux = yu for some words u,z,y with |z| = |y| = per(sp). Suppose per(sp) < m.
We shall obtain a contradiction by constructing a uniform code C that is error-detecting for
os(m, c) but the coded language (pCs)* is not error-detecting for 7«(m,fc + |ps| + t) with
finite delay, for any x € {b,s} and for any nonnegative integer ¢. Let v = (1l#lglel)1+Im/(lzD],
Then, the words zv and vy are of the same length and they differ in at least m + 1 positions;
therefore, the code C' = {zv, vy} is error-detecting for o5(m, ¢c). Now assume (pC's)* is error-
detecting for 7x(m, Lo + |ps| +t) with delay d, for some nonnegative integers ¢ and d. Let w be
the word (pzvs)™3 = prvyuzv(yurv)®'s if 7 contains §, or (pvys)¢+? otherwise. Consider

also the word
prvuzv(yuzv)™ls, if 7 contains 6,
d+1 otherwise.

z =

proys(pvys)
In the first case, z obtains from w by deleting the word y. In the second case, z obtains from
w by inserting the word z. Moreover, as the word z can be written as

(pzvs)(pvys)(pvys)dpus, if T contains 6,
prvs(prvs)iproys, otherwise,

the assumption about (pC's)* implies that prvs = pvys which in turn implies that zv = vy; a
contradiction.

Finally suppose |sp| = 0. Define the code C' = {0™1™,1™0™} which is error-detecting for
os(m, £c). Then, depending on 7, one can choose words y and u such that

(Omlm(omlm)dy — (1m0m)d+1u) € Tx(m,fc),

for any nonnegative integer d. Hence, C* is not error-detecting for 7(m, ¢ + t) with finite
delay, for any offset ¢. O



5 The Case of Burst Errors

In this section we provide a detailed analysis on the structure of uniform error-detectors for
SID channels with bursts of errors. The analysis allows us to identify the error-detectors that
are optimal in terms of redundancy, delay, and offset.

Proposition 4 Let mbr be a burst-error specification and let (p,s) be a pair of words with
|sp| > 0. If per(sp) > m then (p,s) is a uniform error-detector for mbt with offset 1 and
delay 2. Moreover, if p is empty then (p,s) has delay 1.

Proof. Suppose per(sp) > m and let C' be any code in Uy,n,. We show that (pCs)* is error-
detecting for v = m,(m, Lo + |sp| + 1) with delay d € {1,2}, where d = 1 if [p| = 0. For
this, assume (pvos---pvgsy < pwospwisu) € v, where wy,ws,vy,...,vg € C, y € X*, and
u € (pCs)*. We need to show that vy = wy and (pvis---pvgsy < pwisu) € . If there are no
errors in pwps then we are done. So assume there is a burst (z’ < z) € By, (7), with z # 2/,
that affects pwgs; that is, there are words z1, 29, 23, 25 with |z1| < [pwos| and |2z2| > e + |sp
such that pwospwisu = z1229223 and pvgs - - pugsy = 212 2225 and (25 + z3) € v. Obviously
this is the only burst that affects pwgs. Let ¢ = |2| — |z|. Then, 0 < |g| < m. We distinguish
six cases about the sign of ¢ and the position of the burst (z' + ) in pwyspwi su.

Case 1: ¢ = 0 and the burst occurs before the factor wy of pwyspwisu; that is, |z1z| <
|pwosp| and pwgsp results in pvysp, which implies that vy = wg, as pCsp is in Upypr, and
(V18- vgsy + wysu) € . Hence, also (pv1s- - - pvgsy < pwisu) € v, as required.

Case 2: ¢ = 0 and the burst affects the factor wy of pwospwssu; that is, |z12]| > |pwosp|.
Moreover, as |z| < m and |z1| < |[pwps| and |sp| > m, we have that x is of the form sopz; and
z' is of the form sopy;, for some prefix 21 of w; and for some prefix y; of v; and for some suffix
so of s. Now as there are no errors in zs, it follows that the codewords vy and w; differ in at
most |z1| symbols. Hence, wy = v1 which implies that z; = y;. This, however, contradicts the
fact that =z # 7'

In the next four cases we assume |g| # 0. Then, sp = z1u; = uszy for some words
T1, Ta,u1,up such that |z1]| = |z2| = |q| and |ui| = |uz| = |sp| — |q|- As per(sp) > |q|, it follows
that u; # uy. Let k be the largest position of u; and ug such that ug[k] # ua[k].

Case 3: q¢ < 0 and the burst occurs before the position |g| + k of the factor sp = zjuy of
pwospwi su; that is, |z12] < |pwoziui[l..k — 1]|. In this case, pwoziui[l..k — 1] results in the
prefix pvous[l..k — 1] of pvys - - - pvgsy and the next symbol uq[k] results in ug[k] with no errors.
This contradicts the fact that uq[k] # uslk].

Case 4: q < 0 and the burst contains the position |g| + k of the factor sp = zjuy of
pwospwi su; that is, |z1xz| > [pwoxiuq[l..k]|. In this case, there can be no error in the prefix
ziuy[1..k] of the second sp in pwospwisp. Then, pwyspwizy results in pvgspv; and the next
k symbols wuy[1..k] result in the prefix us[l..k] of sp with no errors. This contradicts the fact
that uq[k] # ualk].

Case 5: q > 0 and the burst occurs before the position k of sp = ugzo; that is, |z1z| <
lpwousa[l..k — 1]|. In this case, pwoug[l..k — 1] results in the prefix pvoziui[l..k — 1] of
pos - - -pugsy and the next symbol uglk| results in uq[k] with no errors. This contradicts
the fact that uq[k] # us[k].

Case 6: ¢ > 0 and the burst contains the position k& of the factor sp = usxs of pwospw su;
that is, |z1z| > |pwous[l..k]|. In this case, there can be no error in the prefix usy[l..k] of the



second sp in pwyspwisp. Then, pwyspw; results in pvyspvz, and the next k& symbols ug[1..k]
result in the suffix u;[1..k] of sp with no errors. This contradicts the fact that uy[k] # uslk]. O

For burst-error specifications, Propositions 3 and 4 provide a complete characterization of the
structure of their uniform error-detectors. Moreover, it is possible to characterize precisely
all such error-detectors (p, s) having optimal redundancy. Indeed, Proposition 3 implies that
m + 1 is the smallest value of |p| + |s| and this value is possible when per(sp) > m + 1. But,
as per(sp) < |sp|, it follows that (p,s) is an error-detector with optimal redundancy when
|sp| = per(sp). This condition is equivalent to the constraint that the word sp is unbordered
[11] (or self-uncorrelated [17]): no proper and nonempty prefix of sp is also a suffix of sp.
It turns out that there are many unbordered words even for binary alphabets: about 27% of
all binary words are unbordered, and this quantity increases for larger alphabets [16]. For
example, the words 071 and 02120101 are unbordered and, therefore, the pairs (1,07) and
(120101,02) are uniform 7b7-detectors with delay 1 and offset 1, for every error type 7. We
summarize the above remarks as follows.

Corollary 1 Let mbr be a burst-error specification. A pair of words (p, s) is a uniform mbr-
detector with optimal redundancy if and only if |sp| = m + 1 and the word sp is unbordered.

The next result concerns the question of whether an error-detector with optimal redundancy
can have offset 0.

Proposition 5 Let mb7 be a burst-error specification containing at least two different basic
error types and such that mbt # 1b(L®4) If (p, s) is an error-detector for mbt with redundancy
m + 1 then (p,s) has offset greater than zero.

Proof. The assumptions about mb7 imply that 7 is in {(c®d), (cOL), (t@J), (cGL®F)}. Assume
that (p, s) is an mb7-detector with redundancy m+1, offset 0 and delay d, for some nonnegative
integer d. We shall obtain a contradiction by constructing a code C' € Uy,p,, such that (pCs)*
is not error-detecting for 7, (m, 4o + |ps|) with delay d. First, write the word sp in the form
azb, for some a,b € X and z € X*, and let C' = {zby,yazr}, where y = 1"0™1™. Then, C
is error-detecting for 7y, (m, £c) and, therefore, C' € Uppr. Now let w be the word (pzbys)®t3
if 7 contains §, or (pyazs)?t? otherwise; then w = prby(axb)zby(azxb)(xby(azb))?zbys or w =
pyaz(azb)yax(azb)(yaz(azb))?yazxs. Consider also the word

| paby(a)zby(aza)(wby(ara))izbys, if 7 contains 4,
7 pyaz(axbrb)yaz(bzb)(yax(bxb))?yaxs, otherwise.

Then, z = (prbys)(pyazs)(pyazs)ipys or z = (pyaxs)(pzbys)(prbys)iprbyaxs. If T contains
0, then z obtains from w by deleting the suffix zb in the prefix pzbyazb of w, and then by
transforming d + 1 b’s in w to a’s using the errors permitted. If 7 does not contain J, then
z obtains from w by inserting the word zb at the end of the prefix pyaza of w, and then by
transforming d + 1 a’s in w to b’s using the errors permitted. In either case, it follows that
(z < w) € 7p(m, e +m + 1) which implies that pyaxs = pzbys; a contradiction. O

Consider an error type 7 that permits insertion errors. In [13] it is shown that there
exists no coded language that is error-detecting with delay 0 for any SID channel of the form
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Ts(m, £). The argument used for proving this statement can also be repeated for channels of
the form 7,(m,#). On the other hand, for an error type 7 in {4, (c ® §)} it is possible to
define mbr-detectors with delay 0. In fact, we obtain a precise characterization of all those
error-detectors which shows that the process of choosing a pair (p, s) from a word w = sp is
important when it comes to the delay of (p,s) as an error-detector. This observation follows
also from Proposition 4, where an empty p ensures that (p, s) has delay 1.

Lemma 6 Let mbrt be a burst-error specification and let £ be an integer greater than m. For
every (z <— w) in the channel 7,(m,£) one has that

|lw| — |z] <m||lw|/(l —1+m)| +min{m, |w|%( -1+ m)},
where |w|%(¢ — 1 4+ m) is the remainder of the integer division |w|/(£ — 1+ m).

Proposition 6 Let 7 be an error type in {6,(c ® 0)}. A pair of words (p,s) is a uniform
error-detector for mbr with delay 0 and offset 1 if and only if s € X*a and p € (X \ {a})™X*
for some symbol a € X.

Proof. First we consider the ‘if’ part. Assume that s € X*a and p € (X \ {a})"X*, and
consider a code C in Upp, and the channel v = m,(m, Lo + |sp| + 1). We show that (pC's)* is
error-detecting for v with delay 0. For this suppose (pvosy < pwosu) € v, where vy, wy € C,
y € X*, and u € (pCs)*. Then, pwys results in a prefix zy of pvgsy and u results in the
word z with 29z = pvgsy; therefore, (z < u) € 7. If |29| = |pwps| then z = y and 2y = pvgs
which implies that (y + ) is in v and that pvgs = pwgs as C' is in Up,p,. In this case, we
are done. Now assume that |zg| < |pwgs|. Then a burst of errors affects pwgs and there are
d = |pwos| — |zp| deletions in pwys. Moreover, u = pwysu’ for some w; in C' and v’ € (pC's)*.
Now puys can be written as zypz; such that |z1| = d and z; obtains from some prefix of pw;s.
In particular, z;[d], the last symbol of 2z, obtains from some symbol p[i] € X \ {a} of p, for
some 7 in {1,...,m}. Moreover, it follows that z; obtains from p[l..i] through . If 7 = 4,
then z;[d] = p[i] which is impossible and the ‘if” part is complete for the case where 7 = ¢§. So
suppose that 7 = (0 ® §) and that p[i] is substituted with a = z[d].

First we argue that there is only one burst of errors in pwgsp[l..i]. Indeed, if there are
two bursts then there will be at least £ + |sp| symbols of pwgsp[l..i] between the bursts and,
therefore, the first burst would occur in some prefix p[l..i1] of p, where i > iy > d. Moreover,
the second burst would occur after the prefix p[l..i1] of p[1..i]. But then the last symbol a of
pvos would be equal to the symbol p[d] of p[1..41] which is impossible. Hence, only one burst
of (o ® d) errors occurs in pwysp|l..i] such that the last symbol of p[l..7] is substituted with
a = z1[d]. The beginning of the burst will be at or after the position |p| + £c — m + 2 of pwy
which implies that vg differs from wq in at most m — 2 consecutive symbols. Hence, as C' is in
Umbe, it follows that pwys = pvys. It remains to show that (y < ) is in 7.

Consider in more detail the first burst, say (u}z1uy < uip[l..iJuz), that occurs in pwyspw; su’
to get zpz1y, such that pwys = zu; for some word z, zy = zu}, p[i + 1..|p|lwysu’ = ugxs for
some word z3, and y € ubX* with (y < ugza) € 4. Then, also (y < p[l..iJuszs) is in v by
deleting the prefix p[l..i] of p[l..iJuszy and keeping the rest of the error bursts that existed in
uoxo. Note that this is possible since the i deletions required for that already existed in the
part (u}z1 ¢ uip[l..7]) of the burst (u}z1uly + uip[l..7]uz) — recall the d deletions in u; and

11



the [p[l..7]| — |21| deletions in p[l..i] to obtain z;. Hence, the ‘if’ part is complete when we
recall that v = p[l..7Jusxs.

We turn now to the ‘only if’ part. Assume that (p, s) is a uniform error-detector for mbr
with delay 0 and offset 1. Then, |sp| > m by Proposition 3. Suppose it is not the case
that s € X*a and p € (X \ {a})™X*. We distinguish three cases. In the first case, s = A.
Let y = p[l..m] and let C' = {yz, zy}, where z is any word of length m differing from y in
all positions; then C is in Uy,p,. Now it is the case that (pzypm + 1..|p|lyz + pyzpyz) is
in 7, (m,fc + |sp| + 1) by deleting the word y in pyzpyz, which implies that pyz = pzy; a
contradiction.

In the second case, s = s1a, for some word s, and |p| > m, but p is of the form pjaps with
Ip1| < m. Let C be any code in Uy,p, with £c = 2m|sp| —|sp|+m+ |p1|, and let v be any word
in C. The word (pvs)?1*3 is in (pCs)* and can be written as (pvsia)(piapavs)pz, where
z = apovs(pus)?*Pl. Then, z can be written as z; - - - Z9|sp|y such that |y| = m and each z; is of
length m + £ + |sp|. Now consider the word (pvsia)pavsp:z’ such that (pvsia)pavspr obtains
from (pvsia)(prapavs)pr by deleting the word ap; and 2’ obtains from 2q - - - 25,y by deleting
the suffix y and the prefix of length m of every z;. Then, |z| — |2'| = (2|sp|+ 1)m. Moreover, it
follows that ((pvsia)pavsp1z’ < (pvsia)(prapavs)pyz) is in the channel 7, (m, Lo+ |sp|+1) and
the assumption about (p,s) implies that (povsp12’ < prapavsp2) is also in the channel. Let
w = prapvsp1z. By Lemma 6, |w| — |povsp12’| < m||w|/(bc + |sp| +m) ] + min{m, |w|%(¢c +
|sp| +m)} which gives 1+ |p1] + |2| — |2/| < m(2|sp| + 1) + |p1]. This is impossible, however,
when we recall that |z| — |2'| = m(2|sp| + 1).

In the third case, s = sja, for some word sy, and |p| < m. This case can be eliminated
by considering the code C' = {a‘c,alc=(MDpm+1Lin 1y, with £ = 2|s|m + m — |s| and
be X\ {a}, and the word (pa’cs)?*1*3 and then continuing as in the second case. We leave
the details to the reader. O

6 The Case of Scattered Errors

Our first result gives a set of error-detectors for msr, for any error type 7. Then, we show
that, for 7 € {1,0, (0 ®¢), (0 ® ¢)}, the result can be improved in terms of the redundancy of
the error-detectors.

Proposition 7 Let mst be a scattered-error specification and let (p,s) be a pair of words. If
p € u™X*, for some word u with per(u) > m, then (p,s) is a uniform error-detector for mst
with delay 1 and offset m|ul.

Proof. Assume p = u™z for some word z and consider a code C in Up,sr. Let v = 15(m, e +
|sp| + m|u|) and take any (pvisu™zvesy <+ pwisu™zwosu) in y, where vy, ve, wy, we € C and
y € X* and u € (pCs)*. We need to show that v; = wy and (v zvysy  u™zwysu) € yv. We
agree to write u; for the i-th factor u of u™, where 7 € {1,...,m}. Suppose that pw;s results
in some word z, each u; results in some word u}, and zwssu results in some word 23 such that
21w -+ ul, 29 = puysu™zugsy. If |z1] = |pvys| then z; = pvys and we are done. So assume that
d > 1, where d = ||z1]| — |pv1s]|; then at least d errors occur in pw;s and, therefore, d < m.
Moreover, there is k € {1,...,m} such that there is no error in ug, namely u} = uy, and there
are at most m — d errors in w; - - - ug_1. Then, zju} - - - uj,_,u), obtains from pwisu; - - - up_1ug
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and
lpwysuy -+ up_qug] —m < |zpu] - ug_qug| < |pwisu - ug—qug| + m.

At the same time zju}---u}_juj is a prefix of pvisu;---ugzvesy, which implies that u},
is a factor of pvisu;---ugzvesy such that, either u) begins in the factor uy of the word
pUISUT - - - upzvesy (when |ziuf -+ ul_qup| > [pwisu -+ - ug_jugl), or uj, ends in the factor wuy
of the word pvsu; - - - ugzvesy (when |ziuf ---u)_ ul| < [pwisu; - - ug_qug|). In either case,
as up = ur = u and the period of u is greater than m, it follows that the factor wj coin-
cides with the factor uy; therefore, |zju) - u)_ u}| = |pvisu; -+ - ug_1ug|. This implies that
(Upy1 " U @V28Y 4— Ugyy - UpTwasu) € v and (pvysuy - - ug < pwisuy---ug) € . The
former relation gives (u™zvysy < u™zwesu) € v and the latter one implies that pvysug - - - ug
obtains from pwisuq - - - u using at most ms7. Moreover, Lemma, 2 implies that v; obtains
from w; using at most ms7 and, therefore, vy = wy. O

The above statement allows us to define various error-detectors for any scattered-error
specification. The most efficient error-detectors based on this method are those of the form
(u™,X), where u is an unbordered word of length m + 1.

In [13] it is shown that the coded language (0™ X*~2™~11)* is error-detecting for ds(m, /)
with delay 0, and for 1s(m, £) with delay 1. With the terminology of the present paper it follows
that the pair (0™, 1) is a uniform msd-detector with delay 0 and offset m, and a uniform ms:-
detector with delay 1 and offset m. Moreover, by Proposition 3, (0™, 1) is an error-detector
with optimal redundancy. Unlike the case of burst error-detectors where the offset can be
independent of m, the offset m of (0™, 1) cannot be improved.

Proposition 8 If the pair (0™,1) is a uniform msd-detector with delay 0 and offset t, then
t>m.

Proof. For the sake of contradiction assume that the offset ¢ < m and consider the code
C = {wy, wy, w3}, where wy = 0™(10)%, wy = 0™~ (10)*1, w3 = 12¥*™ k =1+ |m/2]. Then,
C € U™. Now consider the words 0™w;10™w31 and 0™ 'w;lwsl. Then, (Om*1w11w31 —
0™w;10mws31) € ds(m, Lo +m+ 1+ t). Moreover, as 0™ 'w;lwsl € 0™wy1X* and (0™, 1) has
delay 0, it follows that wy = wy which is impossible. O

Before we present uniform error-detectors for (o ® ¢) and (o ® ), we establish certain
notation and utility results some of which are of interest in their own right.

Every nonempty word w can be written in the form a'aj? - - - al", where r,ny,...,n, are
positive integers, ai,...,a, € X, and a; # a;41 for all i € {1,...,r — 1}. In this case, each
factor a;" of w is called a run. We use the symbol w(i) to denote the i-th run of w. Now let r,n
be positive integers with » > 2. An (r, n)-alternating word is a word w of the form ala¥ - - - al,
where w(i) = a] for all ¢ € {1,...,7}. In the sequel, when we use the term (r,n)-alternating

word we assume without mention that » and n are positive integers with r > 2.

e Q

Lemma 7 Assume that X = {0,1} and a ---a] is an (r,n)-alternating word. Consider the
word w = a’f_tag ---al, where t is a positive integer with t < n, and suppose that a prefiz p of
at ---ay obtains from w using kiso and kesd, for some nonnegative integers ki and ka. Then,

in obtaining p from w, the following statements hold true about kiso and kssd.
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1. If fewer than |w(i)| errors are used in w(i) for everyi=1,...,r, then ky >r —1.

2. If there is an i € {1,...,r — 1} such that |w(i)| errors are used in w(i), then ki + ko >
2n —t.

Proposition 9 Assume X = {0,1} and let k be a nonnegative integer. Let u be an (r,n)-
alternating word and let v be a proper and nonempty suffix of u.

1. If a prefiz of u obtains from v using ks(o ® §), then k > min{r — 1,2n — (Ju| — |v|)}.
2. If v obtains from a prefiz of u using ks(o ® ), then k > min{r — 1,2n — (|u| — |v|)}.

Proof. Assume u = pv with p,v # . For the first part, suppose that v results in a prefix of u
using ks(o ® §). If 2n < |u| — |v| we are done. So assume |u| — |v| < 2n. If |u| — |v| = n +1,
for some integer ¢ with 0 < t < n, then v = a) 'a}---a” results in a prefix of af ---a®
using ks(o ® §). But, as a; # ag, there must be n — ¢ errors in the prefix a) * of v. Hence,
k> n—t=2n—(n+t) as required. Now assume |u|—|v| = ¢ with ¢ < n; then v = a]"a} - - - a®
results in a prefix of af - - - a) using k1so and kosd, where k; + ko = k. We consider three cases.
In the first case, no run v(i) of v has |v(i)| errors. Then k; > r — 1 which implies £k > r — 1
as required. In the second case, some run v (i), with s € {1,...,r — 1}, has |v(i)| errors. Then,
k > 2n —t as required. In the third case, there are |v(n)| errors in the last run a] of v and,
therefore, k > n. If r = 2 we are done. If r > 3 then note that the word a? 'aZ---a”_,
results in a prefix of al'a} ---a]'_; using (kK — n)s(c ® ¢) and, by Lemma 7, it follows that
k —n > min{r — 2,n — t}. Hence, k > min{r — 1,2n — ¢} as required.

For the second part, assume that v results from a prefix of u using ks(oc ® ¢). Then the
prefix of u results from v using ks(o ® §) and the claim follows from the first part. O

Proposition 10 Assume X = {0,1} and let k be a nonnegative integer. Let v be a nonempty
word and let u be an (r,n)-alternating word.

1. If a prefix of vu obtains from u using ks(o ® ), then k > min{r — 1,2n — |v|}.
2. If u obtains from a prefiz of vu using ks(o ®¢), then k > min{r — 1,2n — |v|}.

Proof. We only show the first part; the second part follows easily as in the previous proposition.
If u results in a prefix of v then at least |u| — |v| deletions must be used in wu; therefore,
k > 2n — |v| as required. So assume that u results in vp, where p is a nonempty prefix of w.
Then there is a prefix z of u, with |z| > |v|, such that v obtains from z using k1s(c ® d), and
p obtains from y using kos(o ® §), where k1 + ko = k and y is such that u = zy. As there must
be exactly |z| — |v| deletions in |z|, we have that ki > |z| — |v|. If || > 2n then we are done.
So assume |z| < 2n. If |z| = n+ ¢ with 0 <t < n then z = aJa} and y = a} "a} ---a? which
results in a prefix of ] - - - a;'. Then, as a; # as, there must be n —¢ errors in the prefix agft of
y and, therefore, ko > n—t. Hence, k1 +ky > 2n — |v] as required. Now assume |z| < n. Then,
Tz = a‘f‘, Yy = a?f‘x‘ag --+al, and a prefix of a - -+ a* obtains from y using kes(oc ® §). This
implies that ko > min{r —1,2n — |z|}, which in turn implies that ki + ks > min{r —1,2n — |v|}
as required. O
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Proposition 11 Let m be a positive integer, let n = [m/2| + 1, and assume X = {0,1}. For
any (r,n)-alternating word al ---a) the following statements hold true.

1. If r > m+1 then (\,a}---al') is a uniform error-detector for ms(o ® §) with delay 1
and offset 2n?.

2. If r > 2n + 1 then (A, al ---a}) is a uniform error-detector for ms(oc ® ¢) with delay 1
and offset 0.

Proof. We prove both statements simultaneously. Moreover, we only consider the case where
m > 2 and, therefore, n > 2. One can verify that the claim also holds for m = 1. Let C be any
code in Upsy, let s = al---a”, and let v = (¢ ® §)s(m, Lo + |s| + t), where t = 2n? if r = 2n,
and t =0 if r > 2n + 1. Suppose (v1sv2sy < wiswesu) € 7 for some words vy, ve, wi, wy € C
and y € X* and u € (Cs)*. We need to show that v;1 = wy and (vesy < wosu) € v. If there
are no errors in wy s then we are done. If there are only substitution errors in wy s then they all
occur in w; and, therefore, v; obtains from w; using up to m substitutions which contradicts
the fact that C' € U,,,so. Now assume there is at least one deletion in wqs. In particular let dy
be the number of deletions in wq, let do be the number of deletions in the first s of w;swss,
and let d3 be the number of deletions in wy. Then dy + dy > 1.

If dy > 1 then w; results in a prefix of length £-—d; of v; and s results in a prefix of s, where
z is the suffix of length d; of v;. Then there are at least min{r —1,2n—|z|} > min{m,2n—d; }
errors in s and, therefore, at least d; +min{m, 2n —d; } errors in w;s which is of length £¢ + |s|.
This is a contradiction, however, as 2n > m. So in the rest of the proof we assume that d; =0
and dy > 1; then dy +d3 < m. Also, wysws results in a prefix of length ¢ + |s| + 4o — (do +d3)
of v1svy and the second s of wiswss results in a prefix of xs, where z is the suffix of length
dy + d3 of v1sve. Then, there are at least 2n — |z| = 2n — (d2 + d3) errors in the second s which
gives at least m + 1 errors in swes whose length is £ + |s| + |s|. Then a contradiction arises
when r = 2n and ¢t = 2n?, and the first statement is proved. So in the sequel we assume that
r > 2n+1 and t = 0; that is, the channel 7 is (60 ® §)s(m, £c + |s|). Consider the run s(i) = a}
of s containing the first of the dy deletions.

Let w = alal ;- --ajwoa} ---a} ;; then |w| = Lo + [s| and w results in a prefix of the
word alaj, ;- --ajveal ---aj_y using ks(o © §), for some integer k with do +d3 < k < 2n.
We shall show that our assumptions lead to a contradiction. First note that the word z =

n—1_n n

a;” al -+ aywaay -+ - aif y obtains from w using the first deletion in a;' and then a prefix of

al---afveal - - - al’ ; obtains from z using (k — 1)s(0 ®4). Hence, if i < r — 1 then there are at
least min{r—1,2n—1} errors in the prefix a?fla;ﬁ_l ---ay of z. Also note that af - - - a}’_; results
in a prefix of val ---a] |, where v is the suffix of length dy + ds of vo; that is, |v| = da + ds.
Hence, if « > 3, there are at least min{i — 2,2n — (dy 4+ d3)} errors in the suffix af - --a]_; of z.

If ¢ <2 then £k — 1 > min{r — 2,2n — 1} which implies that k& > 2n; a contradiction. If
i>3andi—2>2n— (d2 +ds) then k > (dy + d3) + 2n — (da 4+ d3) which is a contradiction.
Finally, if i > 3 and ¢ — 2 < 2n — (d2 + d3) then &k — 1 > min{r — 4,2n 4+ 1} 4+ (i — 2) which
implies that k& > 2n; a contradiction. O

Proposition 12 Let m be a positive integer, let n = |m/2| + 1, and assume X = {0,1}. For
any (r,n)-alternating word af - - - alt,

1. If r > m+1 then (A al---a)) is a uniform error-detector for ms(o ® t) with delay 1
and offset 2n?.
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2. If r > 2n + 1 then (X\,a} ---al) is a uniform error-detector for ms(oc ® ) with delay 1
and offset 0.

Proof. We consider the case where m > 2, and, therefore, n > 2. One can verify that the
claim also holds for m = 1. Let C be any code in Uy, let s = af---a), and let v =
(0 ® t)s(m,lc + |s| +t), where t = 2n% if r = 2n, and t = 0 if 7 > 2n + 1. Suppose
(v18v98Yy  wiswysu) € «y for some words vy, vy, wy,wy € C and y € X* and u € (Cs)*. We
need to show that v1 = wy and (vesy < wasu) € 7.

If there are no errors in wqs then we are done. If there are only substitution errors in wys
then they all occur in wy, which implies that D, (v, w1) < m. This contradicts the fact that
C €Unso-

Now assume there is at least one insertion in wys. In particular, let 71 be the number of
insertions in wji, let i be the number of insertions in the first s of wyswss, and let i3 be the
number of insertions in w9. Then 7; + 49 > 1.

If 44 > 1, then w; results in vyx, where x is a prefix of s of length i1, and s results
in a suffix of s of length |s| — i; followed by a prefix of ve of length i; + 5. Thus, there
is a prefix of s that results in a proper and nonempty suffix of s using ks(oc ® ¢), for some
nonnegative integer k. Then, by Proposition 9, k£ > min{r — 1,2n — 41 } which implies i; + k£ >
min{r +4; — 1,2n} > m + 1. So there are at least m + 1 errors in w;s. But wys is of length
lc + |s|. This is a contradiction.

Therefore, 4 = 0, which implies v;1 = wy. Also, 1 < iy < i + i3 < m < 2n, and the first
error to occur in s is an insertion.

Now, w;swsy results in v;svy followed by a prefix of s of length is + 43, and the second s
results in a suffix of s of length |s| — (i2 + i3) followed by a prefix of y of length at least s + i3.
Therefore a prefix of s results in a proper and nonempty suffix of s using ks(o ® ¢), for some
nonnegative integer k. So k > min{r — 1,2n — (iy + i3)}, which implies that k + io + i3 >
min{r + (i2 +43) — 1,2n} > m + 1. So there are at least m + 1 errors in swgs, which is of
length £c + 2|s|. A contradiction arises whenever r» > m + 1 implying |s| = 2n? = ¢, and the
first statement is proved.

For the remainder of the proof, we assume ¢t = 0 and r > 2n + 1.

Consider the run s(j) = a} of s that contains the first of the iy insertions. Let b be the

inserted symbol. Suppose b # a;. Then there is a ¢ such that n —c¢ > 0 and ba?_ca?H ceap

results in a word starting with the prefix a7 “a},, --- a7 using (k—1)s(oc ®¢) after the b. Since

there can be no more errors in b, and b # aj, this is a contradiction. So b must equal a;.

Let w = ata}, - ajwza} - - al_y; then |w| = Lo+|s| and w results in a} - - - afvoal - - - af_yx
where z is a prefix of af --- a7y, using ks(oc ® ), for some integer k with is + i3 < k < 2n.

Note that thereis a z = a}”la;’ -+ aywaay - -+ aj_y that obtains from w using the first insertion

error. Then a --- ajvea} - - - a7_;z obtains from z using (k — 1)s(0 ® 1).
Let u = a} ---ay. So u obtains from a prefix of a;ju using ts(c © ¢), where ¢ is an integer

such that t < k — 1.

If j <r—1, then u is an (r — j + 1, n)-alternating word. Applying Proposition 10, we have
k—1>1t> min{r —j,2n — 1}.

Now let ' = af---a} ;. So u' results in a suffix of u'z using t's(c ® ¢), where ¢' is an
integer with ¢ < k — (ig 4 13). Therefore there exists a prefix of u/ which results in a suffix of

uw'. Also, k—1>t+t.
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If 5 > 3, then ' is a (j — 1,n)-alternating word and |u'| — (i2 + 43) > 0. Applying
Proposition 9, we have k — (i 4+ i3) > t' > min{j — 2,2n — (iy +i3)}.

Suppose j < 2. Then k—1 > min{r—2,2n—1} which implies & > 2n This is a contradiction.
Suppose j >3 and j < r. If j —2 > 2n — (iy +i3) then k — (iy +i3) > 2n — (i3 + i3), implying
k > 2n. This is a contradiction. If j—2 < 2n—(ia+i3), then k—1 > min{r—j,2n—1}+(j—2) =
min{r — 2,2n — 3 4+ j} and since j > 3, this implies k¥ > min{r — 1,2n + 1} > 2n, another
contradiction.

Finally, if j = r, then 7 — 2 > 2n — 1 and thus k& > 2n. This is a contradiction. O

7 Discussion

We have presented an analysis of the method of separators for detecting synchronization (and
substitution) errors in the messages of a coded language. For the case of burst errors, we were
able to obtain a simple necessary and sufficient condition on the structure of the separators.
It would be interesting to find such a condition on separators that detect scattered errors as
well. This would allow us to evaluate the various separators for scattered errors designed in
the paper.

Regarding separators for error-correction [10], it is straightforward to define the parameters
of redundancy and offset as in this paper. On the other hand, the parameter of delay should
be defined with some care as the definition of “error-correction with finite delay” given in [10]
involves automata with output (finite state machines). If we ignore that parameter for now,
the results of [10] on “error-correctors” (separators for error-correction) can be rephrased as
follows:

1. The pair (0™,1™) is a uniform error-detector for msd with redundancy 2m and offset 1.

2. The pair (X, 1™0™) is a uniform error-detector for ms: with redundancy 2m and offset
2m.

3. The pair (A, (1™+1omHhm+11m) g a uniform error-detector for ms(o ® ¢+ ® ) and for
ms(1 ® 6) with redundancy 2(m + 1)2 +m and offset 2(m + 1)? + m.

If we ignore lower order terms, it follows that, for the same error specification, Levenshtein’s
error-correctors are twice as long as the error-detectors designed here. Intuitively, this observa-
tion is consistent with the view that the amount of redundancy for error-correction is (roughly)
twice the amount for error-detection.

8 Appendix
This appendix contains the proofs of several lemmata used in the paper.

Proof of Lemma 1. The ‘only if’ part is obvious. For the ‘if’ part, first assume that 7 €
{(c®1),(6®d)}. Then the statement follows easily when we note that, if v’ obtains from v using
at most mxr, only substitution errors can occur in v. Now assume that 7 € {(:®0), (c©1®0)};
then x = b and v = pus and v' = pu's such that (v’ < u) is in By,(7). As |[v| = |[v'|, one has
that |u| = |u'| which implies that D, (v,v") < m and, therefore, (v’ + w) is in By,(c). Hence,
v' obtains from v using at most mxo. O
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Proof of Lemma 2. If v = v’ then the statement is obvious. So assume v # v'; then 7 ¢ {1, 0}
and, therefore, 7 contains o. If mx7 is other than ms(:®J) and ms(c®t®46), then the statement
follows easily from Lemma 1. Finally, if mx7 is either of ms(: ® §) and ms(oc ® ¢+ ® 0), then
the statement follows from the fact that D, (v,v") = D;(pvs,pv's) [10]. O

Proof of Lemma 3. For the first claim, we write u in the form zy for some words z and y
with |z| = |u/|. Then the claim follows when we note that u’ obtains from u by deleting y and
substituting Dy (u', z) symbols in 2. For the second claim, if no deletions are used to obtain
v’ from u then we are done. If at least one deletion is used then there must be at least two
insertions in u — so that |u/| > |u| — and, therefore, |u'| — |u] < m — 2. In this case, u' can be
written as zy with |z| = |u| and |y| < m — 2. Then the claim follows when we note that v’
obtains from u by substituting D, (u, ) symbols in v and then inserting y at the end.

For the last claim, let X = {0,1} and let ¥ < m be such that u' obtains from u using
ks(oc ® ¢ ® ). Without loss of generality, suppose u[l] = 0. First assume that, for all i =
1,...,|ul, u'[i] # ufi] and u/[i + 1] # u[i]. Then it follows that v = 0/%/ and «' = 1/*1+', In this
case, to obtain u’ from wu, all symbols of u must be deleted or substituted and at least a 1 must
be inserted. Hence, k > |u|+ 1 which implies |u| < m. Then, u' obtains from u by substituting
u with 11l and inserting a 1 at the end. Therefore, u’ obtains from u using at most ms(o © ).
Now assume that there isi € {1,...,|u|} such that u'[i] = u[i] or v'[i + 1] = u[i]. In the former
case suppose i is the smallest with this property. Then, u' can be written as vju[i]u}, and u
as ujufilug such that |u}| = |u1| and D, (u},u1) = |ui|. In the latter case, suppose i is the
largest with the property u/'[i +1] = u[i]. Then, u’' can be written as v} u[i]ul and u as uju[i]ug
such that |ub| = |ug| and D, (uh, ug) = |uz|. In either case, u' obtains from u using at most
(lui| 4 |uz|)so and then 1si, which proves the claim. O

Proof of Lemma 6. Let ¢ = ||w|/({ — 14 m)|. Then w can be written as w; --- wyr with

|z] = |w|%(¢ —1+m) and |w;| = £ — 1+ m. Also z can be written as w] --- wjz' such that
(' < x) and every (w) < w;) are in the channel. As |w;] = ¢ —1+m and £ > m, in

each w; either there are at most two bursts of errors, or three bursts of errors that involve
only insertions — the latter case is possible only when ¢ = m + 1. It follows then that the
number of deleted symbols in the burst(s) is at most m and, therefore, |w;| — |w;| < m. Now
for the word = we have two cases. If |z| < m then at most |z| symbols can be deleted in z
and, therefore, |z| — |2z'| < |z|. If || > m then, as |z| < £ — 1 4+ m, one can use the same
argument as above to infer that |z| — || < m. In either case, |z| — |2| < min{|z|,m}. Hence,
|lw| — |z] < gm + min{|z|,m} as required. O

Proof of Lemma 7. For the first statement, note first that there is a word y such that y obtains
from w using kesd and p obtains from y using kiso. Then, y is of the form a] *'ay™ *2--- a5,
where each s; is a nonnegative integer with s; < n and n — s; < n —t. Then, to get p from y
using kiso, consider the fact that at least one symbol from each run of y will appear in p with
no error. It follows then that at least the first symbol of each run y(i), withi € {2,...,r}, will
be substituted. Hence, k1 > r — 1.

For the second statement, there is a word y such that y obtains from w using |w(i)| errors
in w(i) and p obtains from y using (k1 + ko — |w(i)|)s(c ®6). If i = 1 then w(i) = a] "
a$, for some s € {0,...,n — t}; therefore, y begins with a prefix of the form a$a3. As a; # as,
obtaining p from y requires at least n errors in ajay. Hence, k1 + ko > (n —t) +n =2n—t. If

results in
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i > 2 then w(i) = a? and y will contain a factor of the form a!~/af ,a? |, where a$ | results

from w(i) and s € {0,...,n}. Thus, to get p from y at least n —t + s errors are needed in the
factor a%fl_t"rs of y. Hence, ki + ko >2n —t. O
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