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Foreword

This tutorial aims on the one hand side to provide an introduction into distributed
constraint reasoning and on the other side to highlight the current research trends
in the area. The tutorial draws from earlier tutorials by Makoto Yokoo (CP98), Jorg
Denzinger (IJCAIO1) and Yokoo, Denzinger and Marius Silaghi (IJCAIO3, AAMAS04,
IJCAIO5) and from the PhD dissertations of Silaghi and Adrian Petcu. The previous
tutorials were created as half-day tutorials and this was also the planned time frame
for this tutorial. Consequently, we had the hard decisions to make which of the
concepts to present and where to put foci. We decided to focus the introduction
part on asynchronous methods and to highlight new approaches to constraint
optimization and the whole topic of semi-cooperative agents with its connections to
issues like privacy and reigning in the competitiveness of agents. To make up for
this rather subjective selection, we include a structured bibliography of works on
distributed knowledge-based search and distributed constraint reasoning with some
notations of where to place the particular works.

Calgary, Lausanne, Melbourne (FL), Kyoto, September 2007
Jorg Denzinger, Adrian Petcu, Marius C. Silaghi, Makoto Yokoo
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1. Introduction:
Constraint Reasoning (I)

Given:

® X = {Xy,...,. Xy set of variables

® D = {D,,...,D,,} set of domains for the variables, i.e.
X; € D,
If D;is finite, let D; = {V; 1,--/Via

® C = {c,,...,¢,} set of constraints over X;
the constraint ¢; is represented as a predicate
Pi(Y1r-1Yi)r {Y1r--Yst € X, that checks the possible
value assignment combinations for y,,...,y; if they
fulfill the particular constraint
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Constraint Reasoning (II)

Possible Goals:

® Find a value assignment for the variables that fulfills
all constraints
w constraint satisfaction

® Find a value assignment for the variables that
optimizes a function goal: D;x ... x D,,— R
w Constraint optimization

® Generate new constraints ¢, ,... that are
consequences of C (and fulfill additional conditions)
w constraint deduction
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Why Constraint Reasoning?

® A lot of problems can be transformed in either
constraint satisfaction or constraint optimization
problems:

m Planning problems
m Scheduling problems
...

® Many negotiation approaches can be seen as a
constraint reasoning process
m important for Multi-Agent Systems
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Distributed Constraint Reasoning (1)

Given:

® Ag = {A,,...,A,} set of agents

® Each agent has a set of (private, intra-agent)
constraints (although this set can be empty for a
particular agent)

® For some type of problems, there is an additional set
of (public, inter-agent) constraints. Restrictions can
also be placed on the variables for which each agent
may propose assignments (modifiers).

® The combination of variables of all agents and all
their intra- (and eventual inter-) agent constraints
form a constraint reasoning problem

Agents can exchange messages
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Distributed Constraint Reasoning (II)

Possible goals:

Similar to goals for constraint reasoning (of combined
problem)

Plus fulfilling/conforming to
® Additional individual goals of agents
m Privacy
m Individual interests, etc
< Semi-cooperative agents
@ Additional priorities for (dominance of) certain agents

® Additional limits/restrictions on communication
between agents
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What are Agents in this Context?

® Entities that act in a shared environment and have
their own

m goals,
m desires and
m beliefs
® But: in Distributed Constraint Reasoning we also have

m at least one common goal: find a solution to the
given problem instance
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Why Distributed Constraint
Reasoning?

® Often problem instances come already distributed
without a way to bring all the information together
into one place (= naturally distributed problems)

® Multi-agent conflict resolution can be modeled as
distributed constraint reasoning problems

® Distribution can increase efficiency:
m Each agent solves smaller problems
m Each agent can be on its own processor
m But: there can be a large communication and
cooperation overhead!
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Examples:

® Many graph problems <= artificial distribution
(mostly), both constr. satisfaction and optimization

® N-queens problem < artificial distribution, constr.
satisfaction

® Meeting scheduling = naturally distributed, either
constr. satisfaction or optimization

® Job-shop scheduling = naturally distributed (mostly),
constr. optimization

® Resource assignments to agents = naturally
distributed, either constr. satisfaction or optimization
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An example in more detail:
meeting scheduling

Problem: a group of managers (agents) have to
conduct several meetings as a whole group or as
subgroups. They are situated in different cities and
where a meeting takes place is part of the decision
making. And these managers have busy schedules.

Task: find appropriate places and meeting times to
have all meetings!
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Meeting scheduling (II)

Constraint satisfaction:

Goal: find just one assignment of meetings to
(time,place) pairs that works

Formulation as constraint satisfaction problem:

Each meeting represented by a variable with domain
being all (time,place) pairs

Constraints: manager schedules, meetings overlapping
in attending persons cannot be scheduled at the
same time, travel to a meeting must be possible for
attendees

DisCSP variant: assign a manager to each meeting with
the task of scheduling it
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Problem: set up 3 meetings
involving 3 managers

equality

~

inequality
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Meeting scheduling (III)

Constraint optimization:

For each combination of (time,place) pairs and
meetings there is a cost of holding the particular
meeting at that time and place (= function goal).

Goal: find an assignment of meetings to (time,place)
pairs with minimal combined cost that fulfills all
constraints
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Problem: set up 3 meetings
involving 3 managers <

goal()
equality

v,
M
M
goal() @
N | M
M,

inequality

goal()
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Meeting scheduling (IV)

1st extension: privacy:

Some managers have (time,place) pairs that they
should be available for, but that they do not want to
use = additional constraints

But: they do not want their bosses to know that!

Goal: find assignment of meetings to (time,place) pairs
fulfilling all the constraints without revealing at least
the additional constraints
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Problem: set up 3 meetings
involving 3 managers <

goal()
equality

A3
A

goal()
Cons,;

goal() @
A2

inequality
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Meeting scheduling (V)

2nd extension: semi-cooperative agents

The managers have individual utility functions
measuring the meetings they have to attend and the
(time, place) pairs assigned to it.

Goal: minimize the costs of the assignment, while

fulfilling all constraints and achieve good values of
the managers’ utility functions
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Problem: set up 3 meetings
involving 3 managers

equality

M
goal() @
A2

inequality

Cons,;
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Solving Constraint Reasoning
Problems

® Every type of search-based solution technique has
been applied to solving constraint reasoning
problems:

m Set-based methods:
evolutionary alg., simulated annealing, tabu-
search, etc.

m Tree- and graph-based decision sequences
m Simplex method

m and so on

m Either with global views or local views
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Structure of the rest of the tutorial

. Introduction

. Classifying DisCR approaches
. Top-Down Approaches

. Bottom-Up approaches

. Including privacy reasoning
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2. Classifying DisCR approaches

There are many dimensions that can be used to classify
the existing approaches for solving distributed
constraint reasoning problems:

® Based on the cooperation paradigm used:
m Dividing problem instance into subproblems
m Working on a common search state
m Improving on the competition approach

= Naturally distributed problems favor dividing
problem instance into subproblems
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Classification dimensions (II)

® Agent communication:

m Synchronous: agents can make assumptions about
the view of all other agents when composing
messages

m Asynchronous: at no moment an agent knows the
stability of the views of other agents
<= often increases robustness of system

m In the middle: concepts of epochs [ArmDur97],
more on the synchronous side
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Classification dimensions (III)

® Rank ordering of agents or not
® With or without central control
® Consensus building:

m Top-down: higher rank agents decide first, lower
rank agents have to find ways to comply

m Bottom-up: agents build solutions starting with
small pieces that get bigger and bigger
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Classification dimensions (IV)

Dimensions inherited from sequential constraint
reasoning:

® Complete vs. incomplete methods
® Basic search technique used
® Type of reasoning:

m Satisfaction

m Optimization

m Deduction
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3. Top-Down Approaches

Selected examples:

® Asynchronous, complete, without central control but
ordering on agents, naturally distributed,
agent=variable, doing satisfaction (with a little
deduction): Asynchronous Backtracking

® Asynchronous, complete, without central control but
dynamic ordering, naturally distributed,
agent=variable, doing satisfaction (with a little
deduction): Asynchronous weak commitment
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Selected examples (II)

® Asynchronous, complete, control via ordering of
agents, agent can be responsible for one or several
variables, but still based on dividing problem instance
into subproblems, doing optimization: ADOPT
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3.1 Asynchronous Backtracking
[YokDurIshKuw 92]

Characteristics:
m Each agent acts asynchronously and concurrently
without any global control.

e Each agent communicates its tentative value
assignment to related agents, then negotiates
if constraint violations exist.

Merit:
B no communication/processing bottleneck,
parallelism, privacy/security
Problems to solve:
m guaranteeing the completeness of the algorithm
e avoiding infinite processing loops
e escaping from dead-ends
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Avoiding Infinite Processing Loops

Cause of infinite processing loops:
® cycle in the constraint network

® If there exists no cycle, an infinite processing loop
never occurs.

Remedy:
® directing links without creating cycles
® use priority ordering among agents

X, o\./o X, g o\./o X,
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Escaping from Dead-Ends (I)

When there exists no value that satisfies
constraints:
Sequential backtracking: change the most recent
ecision

m simple control is inadequate under asynchronous
changes

Asynchronous backtracking: derive/communicate a
new constraint (nogood)

m other agents try to satisfy the new constraint;
thus the nogood sending agent can escape from
the dead-end

m can be done concurrently and asynchronously

= Constitutes constraint deduction component
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Escaping from Dead-Ends (II)

(nogood,
{(xp1), (x5,2)})
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Completeness of Asynchronous BT

® An agent never stops its processing (changing value
assignments/sending messages) unless it satisfies all
constraints among higher priority agents or an empty
set becomes a nogood.
® There exists no infinite processing loop (by induction)
m The highest priority agent x; will not be in an
infinite processing loop.
m If x, to x,_; are stable, then x, cannot be in an
infinite processing loop.
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Space Complexity of ABT

® An agent might need to record an exponential number of
nogoods, however,
®m An agent can throw away obsolete nogoods (that
does not match the current states of other agents)
m If an agent creates a new, smaller nogood based on
communicated nogoods, communicated nogoods can
be throw away (subsumption).

m We can guarantee the completeness using only
polynomial space for each agent.
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Phenomenal/Operational
Analysis of ABT

® Operationally, each agent performs
only: backtracking.

® Phenomenological, each assignment is
followed by immediate adjustment of
connected future domains: forward
checking.
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3.2 Weak-commitment Search
[Yokoo 94]

® Each variable has a tentative initial value.
® A consistent partial solution is constructed.

® When no consistent value exists for a variable with
the partial solution, the whole partial solution is
abandoned.

® The search process is restarted using the current
assignment of variable values as new tentative initial
values.

® The abandoned partial solution is recorded as a
new nogood.

» complete, can be efficient
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Example of Algorithm Execution
(weak-commitment)

: in the partial solution
: not part of the partial solution, satisfies all constraints
: not part of the partial solution, violates some constraint

EEOE OEEN OEEE
EEEY EEEC = HEEG
OEEE - UNEN - CEER
EOEE BCEE EECE

o | | |
HENS
@ | | |
HEH
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Asynchronous Weak-commitment
Search [Yokoo 95]

Main cause of inefficiency of asynchronous
backtracking:

m Convergence to a solution becomes slow when the
decisions of higher priority agents are poor; the
decisions cannot be revised without an exhaustive
search.

Remedy:
m introduce dynamic change of the priority order, so

that agents can revise poor decisions without an
exhaustive search:

= If an agent becomes a dead-end situation, the
priority of the dead-end agent becomes higher.
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Dynamically Changing Priority Order

® Define a non-negative integer value (priority value)
representing the priority order of a variable/agent.

m A variable/agent with a larger priority value has
higher priority.
® Ties are broken using alphabetical order.
® Initial priority values are 0.

® The priority value of a dead-end agent is changed
to max+1, where max is the largest priority value of
related agents.
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Completeness of AWC

® The priority order is changed if and only if a new
nogood is found.

m The priority order cannot be changed infinitely.

m If the priority order is stable, this algorithm is
equivalent to the asynchronous backtracking.

® The worst-case space complexity is exponential in n.

W can be restricted in practice: forgetting older
nogoods

m If the number of recorded nogoods is sufficiently
large, an infinite processing loop rarely occurs.
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3.3 ADOPT
[ModTamShYok02]

Constraint optimization requires comparisons of the
quality of different solutions.

How can we achieve these comparisons, if the
information about the solution is distributed over the
agents and if the whole system represents at each
moment at best one solution candidate?

= Adopting ABT to deal with quality of subsolutions
information
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ADOPT (II)

® Order agents in a tree hierarchy

® Higher level agents assume values, propagate them
to lower level agents that propagate back lower
bound on solutions achievable with values of higher-
level agents

® Backtrack (via nogood) when lower bounds get too
high (not when quality of best solution of subproblem
is determined
< requires threshold value that an agent gets from
higher level agent
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ADOPT: Problems and solutions

® How to order agents?

< between levels: there is a constraint between the
two agents

= within level: no constraints between agents
allowed
® Backtracking may lead to flip-floping which leads to
need for storing/recomputing previous solutions!
= Thresholds limit this: only flip-flop if over
threshold (only then store a nogood representing
previous subsolution and its cost)
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PART 3: Bottom-up Approaches

DPOP: Dynamic Programming Optimization Protocol
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Overview of Part 3

Dynamic Programming vs. Search
DPOP algorithm
DPOP evaluation

DPOP extensions
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Distributed Solving 1: backtrack search Dynamic Programming vs. Search

e Assumes an ordering of the variables e DP sends a linear number of messages

e Variables are instantiated sequentially but message size is exponential

* After (complete) assignment, backtrack e Search (e.g. ABT, ADOPT) sends linear size
messages

. but number of sequential messages is

x1=1 ° BN exponential in depth (> width)
V&
° = e VIRE WElisy @ Ui Eesighment e Messages have large overhead (packet/e-mail)

Linear sized messages

Exponential # of messages

'S
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Distributed Solving 2: dynamic programming . Examplé/:vta}/c'ﬂ%éggﬂg Sl )(Tl\;eissages

e Assumes an ordering of the variables « Local assignment (let's say it's free)

« Inform neighbors (once for each one):

) * Identify recipient (DNS lookup)
when they are complete, pick the best one - @ camReaiE W e

e Incrementally compute all partial solutions;

- Send data packet (X 's value) - typical packet size: 100's to 1000's bytes (for just a
single value: X =1!!)

» Acknowledgment
» Close connection

& Z
% g A Application layer
° " X @ The whole set of utilities e Problems:
x= O]
X1=1 one for each combination . |mportant overheads i Transport layer
(exponentially many) . Large latency . Nobiek iy
Exponential message size

O
@ ¥ ¥ —
. L|nea r # Of messages h:::::' Frame data f::::: Data link layer
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DPOP: distributed dynamic programming

[Petcu&Faltings @ IJCAI'05]

e Non-serial dynamic programming isertelessrioschi721
BUCket E||m|nat|0n [Dechter'991], BTE [Shenoy'97] [Kask et al '04]

e Complete algorithm, linear # of messages:
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DPOP: distributed dynamic programming

[Petcu&Faltings @ IJCAI'0S]

e Complete algorithm, linear # of messages:
» 1: DFS: distributed depth first traversal
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DPOP: distributed dynamic programming

[Petcu&Faltings @ [JCAI'05]

e Complete algorithm, linear # of messages:
« 1: DFS: distributed depth first traversal
« 2: UTIL messages bottom-up on the DFS
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DPOP: distributed dynamic programming

[Petcu&Faltings @ [JCAI'05]

e Complete algorithm, linear # of messages:
» 1: DFS: distributed depth first traversal
« 2: UTIL messages bottom-up on the DFS
« 3: VALUE assignments go top-down

Distributed Constraint Reasoning
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DPOP: an example DPOP complexity: separators

 Separator of X: ancestors linked to X or its descendants

e Size of messages: exponential in separator size

2 ol
ﬁAncestors (X 2

(

(b) Relations of X, (c) Messages to X, and (d) final result
and X, with X, join with relation with X
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DPOP complexity DPOP complexity

e Number of messages: linear in # of agents e Number of messages: linear in # of agents

e Complexity = size of messages and memory e Size of messages and memory:
« exponential in separator size
 largest separator size = induced width
» space is O(exp(width))
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Experiments on meeting scheduling

Problems with 10-100 agents, resulting in 16-196 variables
ADOPT (search) vs. MB-DPOP (versions of DPOP)

Number of messages Total information sent Runtime (ms)

Problem size: from 16 to 196 variables

Adopt (in red) does not scale beyond 40 variables
Up to 100,000 times less messages and information exchange
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DPOP: distributed dynamic programming

[Petcu&Faltings @ [JCAI'05]

Complete algorithm
Linear # of messages (little overhead!)

Predictable: before execution, each node knows:
* Memory needed

« Communication requirements

« Computational power needed

Works well on sparse problems

Limitation: message size = exp(induced width)
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DPOP vs ADOPT

DPOP ADOPT
Complete YES YES
No. msgs linear exponential
Memory exp in width linear
Predictable memory YES (exp in width) YES (linear)
Predictable computation  YES (exp in width) no
Predictable communication YES (exp in width) no
Strength linear no. msgs linear memory

high width and very

Recommended if: low width problems  loose/tight problems
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DPOP extensions for efficiency

e Complete:
* H-DPOP: pruning with CDDs [Kumar,Petcu, Faltings, DCR'07]
* MB-DPOP: memory-bounded [Petcu and Faltings, [JCAI'07]
» O-DPOP: incremental preference elicitation [P&F AAAI'06]

e Incomplete:
* A-DPOP: bounded-error approximations [P&F, IAT'07]
» LS-DPORP: local search hybrid [Petcu and Faltings, IAT'07]

e PC-DPOP: partial centralization [P&F, Mailler, 1JCAI'07]
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H-DPOP: pruning in dynamic programming H-DPOP: pruning in dynamic programming

e Hard constraints rule out certain combinations e Hard constraints rule out certain combinations

e DPOP still sends them, thus wasting space e DPOP still sends them, thus wasting space

(abed UTIL(4,3) as hypercube

>
X,

4°=64 total values
40 unfeasible ones
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H-DPOP: pruning in dynamic programming H-DPOP: pruning in dynamic programming

e Hard constraints rule out certain combinations e Constraint Decision Diagrams [Cheng, Yap '05]

e DPOP still sends them, thus wasting space e H-DPOP uses CDDs to compact UTIL messages

() et UTIL as hypercube UTIL as CDD
X, [ab[c[d]

X,
X,

4°=64 total values X3 ’clde|de|
40 unfeasible ones 4x3x2 =24 values




H-DPOP: experimental results

e Comparison w/ DPOP and NCBB (search+caching

):

+ few messages, as DPOP
+ effective pruning, as NCBB

MB-DPOP: memory bounded DPOP

e Uses cycle cuts and bounded propagations
e Tradeoff memory vs number of messages

DFS arrangement, and a cluster of width>2

MB-DPOP: memory bounded DPOP

e Uses cycle cuts and bounded propagations
e Tradeoff memory vs number of messages

DFS arrangement, and a cluster of width>2

w=4

MB-DPOP: memory bounded DPOP

e Uses cycle cuts and bounded propagations
e Tradeoff memory vs number of messages

DFS arrangement, and a cluster of width>2

w=4




MB-DPOP: memory bounded DPOP Wrap-up part 3

e Uses cycle cuts and bounded propagations e Dynamic Programming (DPOP & co):
» performs well for problems of low width

» where applicable, orders of magnitude less overhead than
search

» predictable execution - each agent knows in advance:

« computation

e Tradeoff memory vs number of messages

DFS arrangement, and a cluster of width>2
w=4
s memory
e communication
» extensions for efficiency:

+ complete: H-DPOP, MB-DPOP, O-DPOP
* incomplete: LS-DPOP, A-DPOP

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

29

MB-DPOP: experimental results

e Compared against ADOPT on MS, GC, SN probs 4. Privacy for DCR

e Qutperforms ADOPT by up to 5 orders of mag
® Why are Distributed Constraint Problems distributed?

Number of messages Total information sent Runtime (ms)
m Because of the size of the problem?

m Because of dynamic changes and openness?

. . m Because of privacy?
Problem size: from 16 to 196 variables

*Adopt (in red) does not scale beyond 40 variables
oUp to 100’000 times less messages and information exchange Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo




Motivation for distribution (strength)

® Why are Distributed Constraint Problems distributed?
m Because of the size of the problem?

e If the problem is too large, communication in
solvers may also be too expensive.

m Because of dynamic changes and openness?

e Announcing dynamic changes to a centralizing
server may be faster than propagating changes
through many agents.

m Because of privacy?
e It is agreed as the main reason for DCR
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Object of privacy in DCR

® The existence of a variable (internal to an agent)

® The existence of a constraint (between known var.)

® The value of a tuple in a constraint (finite, )

® The lack of solutions in an area of the search space
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Object of privacy in DCR (approaches)

® The existence of a variable (internal to an agent)
m communicate only about inter-agent constraints
® The existence of a constraint (between known var.)
m declare that all constraints are present (costly)
m shuffle variables (identity of variables is hidden)
® The feasibility of a tuple in a constraint (finite, co)
m Scarce communication, aggregation with other
values, shared encryption
® The lack of solutions in an area of the search space
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Privacy Properties

® Distributed Constraint-based Algorithms allow problems to be
solved without necessarily revealing all the details of the
constraints [FreMinWal 01,SilFal 02,WalSil 04]

® The alternative is:

m Using a trusted server where the problem is centralized and
solved (often more efficient, but less acceptable security)

® Newer approaches are based on cryptographic techniques

m Using a set of untrusted/semi-trusted servers that together
simulate the server (less efficient but more secure)
[YokSuzHir 02]

m Using threshold cryptographic schemes. Even less efficient.
No server needed [Silaghi 03a, Silaghi04]
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Privacy in constructive search

® Reveal only a bit of information at the time, by
choosing the assignments/nogoods that reveal the
least sensitive data.

® Exchanged information is aggregated with other data
known by the agent, further precluding leaks

® Each communication is only between 2 agents

® Asynchronous schemes allow agents to:
m Delay answering a sensitive question hoping for

new information that precludes the need for
answering.
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Spying on other’s constraints

@ Statistic learning

m Agents can infer bounds on tuple values from the
constraints of others, using so called “shadow
CSPs”

® Exact learning

m If the data in messages of an agent are not result
of aggregation (e.g. nogood/cost messages from a
terminal agent), then secrets are harvested easily

e Solution: The terminal agent can be an abstract
cryptographic computation

m The solution can reveal secrets. Solution: shuffling
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Solution and orderings [AAMAS'04]

You know: What if values are reordered?
® the algorithm: backtracking

® the variables order: place, time

® the order on values

® the result: Melbourne, August

What can Alice infer about the
constraints of Bob?

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

Absence of Solution (Silaghi 05b)

® If there is no solution to the problem then everybody
learns that all sets of assignments are unsatisfiable (a
large leak of secret information that may be useless).

®m One may prefer to have an answer “don’t know”
rather that “unsatisfiable.”
® An answer “don’t know” implies that solutions may
exist but are lost.

m This can be achieved if the solver can forget the
solution with some probability p (before revealing
the answer).

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo




The effect of policies [AAMAS'04] Secure evaluation of arithmetic
circuits

® Arithmetic Circuit: Any function whose definition
consists only of a fix set of additions and
multiplications.

® It was shown that efficient computations of
comparison, max, 0 are possible this way.

the algorithm: backtracking Bob: #(Melbourne)<#(Lausanne) ® The output of any arithmetic circuit with secret inputs
the variables order: place, time can be computed securely by running for each of

What if variables are reordered? these operations a corresponding protocol.
A, UG AU D), (Lau,Sep) -> probably not (Mel,Sep) : > 2y
What if all tuples are shuffled?

You know:

Can Alice infer something?

Call it:
Non-uniform requested t-privacyt Can obtain requested t-privacy!

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

Multi-party Computation of a sum of Distributed Constraint Optimization
three secret numbers --- Application with Privacy [AiMath06] ---

N
® Ahas sl, B has s2, C has s3 ® Auctions (e.g., Generalized Vickrey Auctions) FIesery Z,,k (a,)
® Each of A B,C computes two random numbers: (r1A, r2A), (riB, m Allocation is computed with the formula: =

r2B), (r1C, r2C) m Prices are computed with (if A, g,/ stand for solution without
® The computed random numbers of an agent are sent to the bidder A)

other two participants z . .
A:(s1,r2B,r1C) B:(s2,r1A,r2C) “B’rZB. o r1c,i2C o foralli: pae [max fmtalaly Zlfk(az)j—thk(ak)
k#i

S3 ke#i
‘ .© m Therefore, N+1 optimizations are needed, as intermediary steps
® A: kA=r2B+r1C+(s1-r1A-r2A) . . ® argmax,(2,U(ay)), max,2 i a)
® B: kB=r1A+r2C+(s2-r1B-r2B) m The results of these intermediary computations
® C: kC=r2A+r1B+(s3-r1C-r2C) , and only final results, p, a, should be known to A.
m Still everybody should be

given bidder's inputs.

® Distributed Meeting Scheduling [Wallace, Tambe,...]

C:(s3,r2A,r1B)

sl
® kA+kB+kC=s1+s2+s3 @
r1 A,r2A

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo




Arithmetic Circuit

for Upward DPOP

procedure Upward(r; ) do

foreach (y € S;, ) do P
J/ recursive call for each child; //
Upward(y); i 1
foreach tuple = € I';, yz,) do ey LLLLL f %2
L // compose costs for the same tuple; \_‘_ IL‘_,/'& ? |
W [e] = Wi leyegor. [+ 2 s, (WE[eie, b T ~al 11T
foreach tuple = € I'; dul o o [T1T] \\i‘ .
ac £ - Wz ~ -
// project composed constraint onto induced parents; . \ ,/.-\"“ ™
Wi [e] = max (W, [ U (z, v)]); e - \
=T veD, il xy | * L
- Al 1T
S
S, — children of x o T AT
A e L[| 7 = | []]
G, — induced parents of x wi

P, — neighbor ancestor of x 4
F, — parent of x / ' \<
W, — constraint of x coming from y \eatTITITI )
I' — search space N,/

Distributed Constraint Reasoning -"l ]

Secure DPOP

® The three mentioned problems are fixed by:
m Shuffling and un-shuffling domains prior to solving
e (to guarantee that each optimal solution has a chance)

m Design an arithmetic circuit doing the decoding but avoiding

to reveal the assignments.

e Select values by assigning secret variables (one per
value)

m 2 alternative formulas - select the cheapest in each node!

e Have this values under form of unary constraints to allo
un-shuffling

Therefore, an independent secret value is introduced for
each element of the extensive representation in these
constraints.

Distributed Constraint Reasoning

W

Denzinger, Petcu, Silaghi, Yokoo

procedure Downward (COP, W, VoW ) do

foreach variable x; in the COP do

|_ Ca, [m =1

while x; «— get_In_PreOrder_Nezt(DFS(COP)) do

foreach v € D; do /1 set d [v]=I for the first right v

hy, o] =1- Zl;} dy, [k]; // remove 27 and later solutions

dz;[v] = ha,[v] Zeercwv_u[m ey =Y Coi 816, 10k (Vi W [e]);

foreach y € S, do
// Compute ¢, [z] with formula 1 or 2

if cost(|G| — 2 multiplications) > cost(d|%=:\%u| additions) then
foreach = € Te, do // computing with a recurrence formula

t Cy[‘:l — dr; [’:.l{ﬂ";}]((aﬂ“; == )01 : Zg’erch,gicr =& C.’rr, [’:II);
else
L foreach ¢ € ', do  // computing with the basic formula

3

L Cyle] :Hpef:,, dplep);

| V= Teera, GlEWEIE:

d [v] —is x=v?;, V_— weight of subtree with root x;

Distributed CSP with Privacy

® Definition: “A Distributed CSP is defined by a
set of participants willing to reach a solution to
the CSP (X,D,C), defined by their private
problems. The distribution of constraints and

the rights to assign variables are defined by
the privacy requirements.”

® A constraint c in C is formulated as a function on
assignments to variables in X, returning 1 for
accepted tuples and 0 for rejected tuples.

c: D>{0,1}

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo



Finding all solutions of a DisCSP

® For each possible tuple ¢ of assignment of values to
variables, compute securely the acceptability of &

acceptabilit( =118

® The secret value of c in each point is shared by the
participant knowing it.

® The product is computed using the BGW computation
in section 4.

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

Example finding all meeting possibilities

® Alice, Bob, and Carol want to find all possible meetings,
m either Monday or Tuesday,
m either in Melbourne, Orlando, or Tampa
@ Distributed CSP A={Alice, Bob, Carol}:
m X={day,location}
m D={{M,T}{M,0,T}}
m C={Alice: c,={(M,0),(T,M)},
BOb: CB={(MIM)I(MIO)I(TIM)I(TIT)}I
Carol: cc={(M,0),(M,T),(T,M)}}

Possible tuples t are (M,M) | (M,0)

0 1

1 1
0 1
0 1

acceptability(t)=c,*cg*c

Uniformly Random (MPC-DisCSP4)

1 |2 |3 |4 |5 |6 [7 [8 [9 [10]

Choice ID: <
Satisfaction:

encrypted

Shuffling by participants...i:

Result vector after shuffling by participant n: %

Selection of first solution (2)

Un-shuffling by each participant:

Result: 7 0

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

Uniformly Random one-Solution finding

As in the All-Solutions algorithm, compute the vector "S” with the
value of acceptable(t) for each candidate &

Shuffle S[1..K] using the mix-net algorithm (or some equivalent
arithmetic circuit [Silaghi'04,'05]).
Select one solution in S with:
h[1]=1;
for k=2 to K
1. h[k]=h[k-1]1*(1-S[k-1])
2. S[k]=h[k]*S[k]
4. Un-shuffle S, with the mix-net performing the reverse
permutations.
5. Reveal S (or an extraction of the remaining tuple of S)

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo




t-privacy

The following algorithms present &privacy, if (¢+1,n)-
sharing schemes are use:

t-privacy. For any group of t participants:
P(Secrets | Answer, Public-Knowledge, Computation)
=P(Secrets | Answer, Public-Knowledge)

For MPC-DisCSP4 [Silaghi'04'05]
P(Secrets | Solution, Public-Knowledge, Algorithm, Computation)
=P(Secrets | Solution, Public-Knowledge)

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

t-privacy

® (-privacy for a computation process [BGW’88]. For any group of t
participants:
m P(o|a,l,M) = P(a|a,ln
e 0 — secret constraints
e O — answer
e [ — prior knowledge
e [1 — computation process
® requested t-privacy of an algorithm [Sil DCRO5]
m P(g|a,l,M,A) = P(a|a*,IN)
e A — algorithm
e o* — requested data [o*=argmax (2 Uy(a.)),
a=max i (@)l

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

Non-uniform requested t-privacy

® non-uniform requested t-privacy of an algorithm
m [-privacy
mP(Z|a*,N<1 = P(Z|a,l, MA<1
e A — algorithm
e 0* — requested data
e 0 — secret constraints
e —an element of o
e 0 — answer
e[ — prior knowledge
e [1 — computation process

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

Secure DisCSP Solvers

Principles [SilRaj'04][Sil'05b]
Finding all solutions [Herlea.et.al’'01]
Secure algorithms guaranteeing t-privacy
® Minimizing information leaked by solution [Sil'05b]
m Polynomial space algorithm [Silaghi’02'03]
m Optimization [SilMit'04]
m Stochastic search [Sil.et.al’'05]
Secure algorithms with cryptography
m Complete algorithm [Yokoo.et.al'02'05]
m Stochastic optimization (Simulated Annealing) [Sil.et.al’'05]
® Solvers
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DEMO: System for secure solving of
DisCSPs

el L | A iy o 8 Bdusmallaghisacuray g schadulingMewProblem php 7

Define the parameters of the problem

Cantirug

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo

S o [ rete cofitad g ingg-¢chaduling/p _neL_grablam phplackD: - g Search|  CH

MPC-DisCSP1

Problem Details Form

Problem ID:"40MYS36LIJ6YGKSL".

- 3] hitgtienwew oo ME edusmsilaghliscuras
e e [Emceaiaas - Pleasa store this [D for future use, and send it to all participants. [n the future we hope to automatically email it ;)
M ‘t S h d | ‘th . Perticipant] nickname: [Marius C. Silaghi Public key (in format n#g): [5634422615710371506630339
ee Ing C e u Ing Wi prlvacy Participant2 nickname: [Makoto Yokoo Public key (in format n#g): [1105973661752005363204653
Website developed with contributions from students: Participant3 nickname: [Boi Faltings Public key (in format n#g): ﬁassazaseﬁaazoasussnusaw1.
\aibhav Rajeshirke, Josiane Nzouanta Participantd nickname: |Juerg Denzinger Public key (in format n#g): FEESBT04414283663517556344
Coordinator- Marius C. Silaghi . ) . ; ) ;
Florida Institute of Technology, Melboume Participant5 nickname: [Milind Tampe Public key (in format n#g): [2455D34533232n1EEBBEEssEE
— ’ - . Participanté nickname: [Thomas Sandholm Public key (in format n#g): [DEDBEE‘I 748078224660349332
Cuer system is desigreed £ ImExinize your privacy!
Participant7 nickname: [Jimming Liu Public key (in format n#g): [7351 5903555648253662 7 0G0E
Participant8 nickname: |Richard Wallace Public key (in format n#g): fEaaBD?BMam6773515903555
e you the possibilty (and priviledge) 1o cooperate with your parners for establishing mesling.
i Al o € t = X . ) Participant® nickname: |kan Aberer Public key (in format n#g): [201340556&17042470523041&
Thie techriaue does not ghve aw. out vour Inoult bo arwbody. The anr i - ,

i el i e b ol i e is possitia. pronc il e o e Participant10 nickname: [[estie Lamport Public key (in format n#g): [2951070274537633841 69193

Wariablel place Number of possible values: [3

To start, cre nEw s t the public ke 2 Then go to the applet +, Input confidently your VariableZ : ime
B DATAMMSTErs, A ick. start. ik, Bl rot oo lang
. Caontinue
Hew Session Existing Sassion

B B w2 (8 @@ | Documont Done 0 0 £l 2 @ | hitpateeew.cs it edus~msilaghi/secure/meeting-scheduling/Paillierkews html
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E [ nttpitwwny o5 fit ecus~ msilaghi/secura/mesting-scheduling/process_new_problem? phpZsigke +| @ Search| 3

Reload Pri

Problem Details Form

Please enter the value headings

placel name: [Melbourne

place2 name: [Baia Mare

placed name: [Lausanne
timel name: [Juy 26th
time2 name: [July 27st

time3 name; [July 30th

Continue

£l ~Z G &3

Document. Done {0.259 secs)

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Y

’Qr \3 gi ‘\l,‘ hitpe/fvaw.cs. it edu/~msilaghisecure/meeting-scheduling/pracess_new_problem3.php?vari: «| @ Search [j

Back Reinad Print

Problem Details Form

The problem details are registered successfully. Please press Continue to reach a page where one can enter the constraints. Bookmark th
page and email it to the other participants, or email it right now.

Continue

& &b 2 (3 @ | Document Done (0.208 secs)

Distributed Constraint Reasoning

Denzinger, Petcu, Silaghi, Yokoo

. ® a @ http:rupany.cs fited h -schedul blem.php?name=40k* ~ Search| b
Back R |& h: czfitedu gl g-scheduling/pt :_problem.php?name; 2 Searcl Print

Problem Details Form

“fou can email this page to other participants here: email
Please check the details of the problem.

Problem Desecription: Establishing the location of the next AAMAS
Number of Participants: 10
Number of Variables: 2

If this information is correct then fill the form (selecting your own identity) and click 'Specify Secret Constraints and Run Solver' bu
OR

Click 'Another Problem' button:
¥

You are :

@ Marius_C_ Silaghi
¢ Makoto_Yokoo

H < Boi_Faltings

¢ Joerg_Denzinger

< Milind_Tambe

< Thomas_Sandholm
< limming_Liu

< Richard_“Wallace
« Karl_Aberer

¢ Leslie_Lamport

Anather Problem

Specify Secret Constraints and Run Solver
£l Z (3 @@ | Document Done (0.142 secs)

T @, R:?ad §E« |& hittp:ffweww. o3 fit edus~msilaghissecure/meeting-scheduling/AddConstraint. php v | g# Search ;‘:Et

Here you can input the constraints of Marius_C__Silaghi

Inthe "Key factor” input you should enter either the "p" or the "q" primes of the Paillier Key that you registered for this computation,

‘ Solve problem | var 1:|p|m = | var 2:‘lime vH Ada new Constraint |

Key factor: | |

Constraints

Select two variables from list to add constraints.

il 2 E2 o3 | Applel A0MYS3ELIJBYGKSL started




~ ;@ Search =5

- ‘*g \a “§E |& hitp:ifwmay.cs fit eduf~msilaghi‘secure/meeting-scheduling/AddConstraint.php Print

Back Reload

Here you can input the constraints of Marius_C__Silaghi

Inthe "Eey factor” input you should enter either the "p" or the "q" primes of the Paillier Key that you registered for this computation,

Results
place | Melbourne | Baia_Mare | Lausanne
[m] [m] [m] 1 -
time | Juhy_26th ] Juby_2 1st | Juky_Z0th ]
[m] ] ] [m] -
Constraints
place/time | Juhy26th | Juby.21st | July 30th | Constraint 1
Melbourne ] [v1 ]
Baia_Mare [} [mj [v]
Lausanne [ (] (]

All constraints saved. Processing constraints.

Waiting for other participants...

Applet 40MYS36LIIEY GRSL started

| . & .3 @ : - ; = o
| e Reload |\l; hitp:ffwaw.cs fitedus~msilaghifsecure/meeting-scheduling/AddConstraintphp & Search Print
[ 3
. . . . .
Here you can input the constraints of Marius_C__Silaghi
Inthe "Key factor” input you should enter either the "p" or the "q" primes of the Paillier Key that you registered for this computation,
‘ Solve problem | var 1: | place Vl var 2: ‘lime - ‘ ‘ Add new Constraint ‘
Key factor: | |
Constraints
V\I\ptlae\‘btiﬁtr‘:;l Ju\\/éGth | Ju\\/é 1st | Ju\v_Dzom ] liw
Baia_Mare [} [} [
Lausanne 5] [} ]
V
,
Select two variables from list to add constraints.
i £l 2 EE &2 | Applet 40MY536LIJGY GKSL started
| B . 3 @ " ; =
| hd Reload . |\l§ hitpzifwnenw.cs fitedus~msilaghi‘secure/meeting-scheduling/éddConstraintphp | g# Search Print
s v

Here you can input the constraints of Marius_C__Silaghi

Inthe "Key factor” input you should enter either the "p" or the "q" primes of the Paillier Key that you registered for this computation,

‘ Solve problem | var 1:|p|m = var 2:‘lime vH Add new Constraint |

Key factor: i |

Constraints

Delete Constraint 1

placejtime [ Juh_26th | Juh 21st | July 30th |
Jed]

Melbourne [} [v]
Baia_Mare (] (] v|
Lausanne ] [m} [

Select two variables from list to add constraints.

% £l <2 E3 &3 | Applet 40MYS3BLIJBYGKSL started

3 v

ere you can input the constraints of
Marius_C__Silaghi

Inthe "Key factor" input you should enter either the "p" or the "q" primes of the Paillier Key
that you registered for this computation.

H

Results
place | Melbourne | Baia_Mare | Lausanne
(o] 1 [ 20
time | July_26th | July_21st July_30th
jm| [ [ [ =
Constraints
place/time |_Juky.26th [ July.21st | July 30th | Constraint 1
Melbourne (] ] ()
Baia_Mare (] (] v
Lausanne ] [mj [m|

(TM=231, LC=7, M=108) In Computation

| putation

b ~# EE &2 | Applet 4UMYEXAKI YDTAGEG started



i 3

Here you can input the constraints of

Marius_C__Silaghi

Inthe "Key factor” input you should enter either the "p" or the "q" primes of the Paillier Key
that you registered for this computation,
Results
place | Melbourne | BaiaMare | Lausanne
[} ] [} ]

[

time | July_26th | July 215t | July_20th |

{m) [ ] ] [
Constraints

placejtime | Juhy_26th | Juhs 21st | July 30th |
Melbourne [mj ] (i)

Baia_Mare (] (] v

Lausanne ] [mj [m|

Constraint 1

(TM=831, LC=10, M=408) Running a reverse MIXNET

e £l 2 EE @@ | Applet 4IMVERAKIVDTAGEG started

3 v

Here you can input the constraints of

Marius_C__Silaghi
Inthe "Key factor" input you should enter either the "p" or the "q" primes of the Paillier Key
that you registered for this computation.

Results
place | Melbourne | BaiaMare | Lausanne
[

[ [l

time | July_26th | July_21st | July_30th
[} [ ] 1] ]

Constraints
placejtime | July_26th | Juhe 21st | July 20th |
Melbourne [mj ] (i)
Baia_Mare (] (] v
Lausanne W [mj [m|

Constraint 1

(TM=1392, LC=26, M=684) In Computation

[SEETEI 3

Here you can input the constraints of

Makoto_Yokoo

Inthe "Key factor” input you should enter either the "p” or the "q" primes of the Paillier
Key that you registered for this computation.

Results
place | Melhourne | Baia Mare | Lausanne
1 vl [l [
time | July.28th | July 2 1st | July_30th
[ ] [ |mj =
Constraints
place/time | Juh 26th | Juhe21st | July_20th
Melbourne vl ] (]
;| |Baia_Mare ) ) v
Lausanne v ] ]

Constraint 1

(TM=1398, LC=27, M=684) In Computation

| Done.
4
e £l 2 E3 @ Applet 4IMVERAKI VDTAGEG started

(eI 5

H

ere you can input the constraints of
Boi_Faltings

Inthe "Key factor” input you should enter either the "p" or the "q" primes of the Paillier
Key that you registered for this computation,

Results

place | Melbourne | Baia_Mare | Lausanne
[m] ] [ [m] I
time ] July_26th | Juhy_21st ] July_30th |
[ [} (1 1] I
Constraints
placejtime [ July 26th | July 21st | Juh 30th
Melbourne v] v| N
Baia_Mare i ] v
Lausanne 7] vl |

Constraint 1

(TM=1392, LC=26, M=684) In Computation

Done.

i il 2 EE oH

Applet 4IMYEXART YDT4GEG started

‘ Done.

EL % Eal @3 | Applet 4JMYVBXAKIYDT4GEG started




Wrap up

Introduction to DCOP

Search algorithms (top-down)

Dynamic Programming algorithms (bottom-up)
Privacy techniques

Annex contains more:
* incentive-compatibility and self-interest
» dynamic problem solving

(Rather) extensive bibliography
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Conclusions Example: Meeting Scheduling as DCOP

e Problem: setup 3 meetings
MCORP is a powerful tool for many practical problems

A lot of progress in recent years

We need more:

« Efficiency (less communication: DynProg, hybrids) =

* More realistic models (failures, message loss, etc) Variables=mtg time i ,:Q T

« Privacy Values=time slots .\ = =
* Incentives Constraints: ‘
Growing community, increasing interest and visibility! 7 P ey, sy SgNes N q!=

Join us!

/ U

uMm2)
Time 8AM 9AM  10AM
VI 5 10
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Distributed depth first traversal Self-interested agents

® DFS tree: neighbors lie in the same branch o _
e Agents have conflicting interests

e Prop: subtrees are independent (e.g. no link X, — X))

e Agents can manipulate the algorithm:
Pecudo » exaggerate utilities
parent @ * incorrect computation

@ @ Elect X as leader
e e e - forward bogus messages
Back edge

e Optimization is meaningless

Tree edge
® 2*m messages

@@eg e@ @ @ @ @ e Suboptimal outcomes
Qg ©0 0000 00

Pseudochild

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo Distributed Constraint Reasoning 5 Denzinger, Petcu, Silaghi, Yokoo

Incentive compatibility for self-interested agents

e Mechanism design: align incentives with system

¢ Vickrey-Clarke-Groves mechanism: (ephrati & Rosenschein '91]
» Each agent pays a tax:

Pay(A) = X ., R(V'rr) — R(V'z) (damage to others)
Self interested agents . VCG is efficient, IC, IR.

d

y < * Distributed VCG difficult:
* information revelation

D, 2k

L 4 —

:"4\”%  computation
) Y L * message passing
\/

(7
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M-DPOP: the first distributed VCG mechanism M-DPOP: reusing computation from main econ.

6000888 ey
DPOP ——

inple_H=DFOP ——

Heeaes H-DPOP ——

480000

e First distributed implementation of VCG:
» Only central entity required is the bank
» All agents solve the main economy (using DPOP)
* For each agent Ai:
* the other agents solve MCOP(-i) (using DPOP) ’

» the other agents report Ai's marginal effects

300000

4 of nessages

200000

Total Size of UTIL Hessages

» Bank fines Ai with sum of reports=VCG tax
* Mechanism is faithful: truthfulness is ex-post Nash

Total infornmation
unber of nessages

5 18 15 28 25 38 33 48 45 58

¢ of effort for marginals reused fron

Hunber of agents
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M-DPOP: reuse computation from main economy

e reuses computation from MCOP(AIl) to MCOP(-i):
» adapt DFS(-i) from DFS(AIl)
* reuse only messages not influenced by Ai

(a) Main DFS (b) DFS forest

Dynamic Problems

Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo Distributed Constraint Reasoning Denzinger, Petcu, Silaghi, Yokoo




Question: what about dynamic problems? Question: what about dynamic problems?

e Agent A2 looses e Agent A1 goes on
interest in M3 holiday from week

e Variables and £
constraints are ‘ e Domains can
deleted | change,
constraints can

Perhaps a better change

schedule can be
found!
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Question: what about dynamic problems? Self-Stabilization for dynamic problems

[Petcu & Faltings, AAAI'05]

e Agent A4 joins M2 SS pikstra'741: always reach and maintain a stable state
e \Variables and * In DCOP: stable state = optimal solution

constraints are  Perturbations: everything can change: variables and
added relations can be added/deleted/changed

Maybe M2 and M3 | S-DPOP: (self stabilizing DPOP)

need to be i » run DPOP continuously

rescheduled « when changes occur, restart propagations
* reuse previous computation

Complete algorithm (given time between failures)
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Self-stabilizing optimization: key ideas Self-stabilizing optimization: key ideas

e Adjust DFS tree upon changes e Adjust DFS tree upon changes
e Restart propagations upon changes (ensures SS) e deleting an edge: green nodes are reusable

e Better than simply re-solving the problem:
* Reuse previous computation whenever possible

* Limiting the spread of new propagations (fault
containment)

(a) Original DFS, from which the edge X -X_ is deleted (b) Rebuilt DFS
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Self-stabilizing optimization: key ideas
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